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Meronudeckue peKOMEHAALUU M0 M3YyYEHHI0 MeXaucuummHapHoro kypca MJIK 02.05
«be3onacHOCTh MH(OPMALIMOHHBIX CUCTEM) MpeJHA3HAYECHbI U CTYIAEHTOB M IpernojaBaTeneit
AHO TI0 «III'TK». MeTtoaudeckue yka3aHHsS OMPEACINSIOT OPHEHTUPBI U CIIOCOOCTBYIOT Ooiiee
00CTOSITENFHOMY YCBOEHUIO MTPOTPAMMHOI0 MaTepuaa, OpraHu3alui CaMOCTOATEIBLHOTO Mpoliecca
U3ydeHHsl y4eOHOro mpeaMeTa OOYYaloUMMHCA 10 CHenuanbHOCTH [IporpammupoBanue B
KOMIIBIOTEPHBIX CUCTEMAaX.

JlanHbple MeTOAMYECKHE PEKOMEHJAllMM MOMOTYT OpraHu30BaTh CaMOCTOSATEIbHYIO
JIeATEILHOCTh CTYIEHTOB Ha OCHOBE JESATEIBHOTO U KOMIETEHTHOTO MOAXOJ0B K OOYYEHHIO, YTO
cootBercTByeT OI'OC CIIO mno cnenuaneHoctu 09.02.03 IIporpaMMupoBaHr€ B KOMIBIOTEPHBIX
CUCTEMAX.

ABtop-coctaButenb: TumoxoBa H.A., cT. mpenogaBareib

YTBepKIeHO Ha 3aceaHuu Kadeapbl MaTEeMaTHUECKUX U €CTECTBEHHO-HAYYHBIX
JTUCLUILINH, TPOTOKOJI Ne 6 oT «6» deBpans 2020 r.

PexomennoBansl k yrBepkaenuto negarorudeckum copetom AHO T1O «I1I'TK» (mpotokon
ot «21» despans 2020 r. Ne 3).
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Beenenue

[lenpto AaHHOrO TMpaKTUKyMa SIBISETCS pealn3alus TOoCyAapCTBEHHbBIX
TpeOOBaHMI K MUHUMYMY COJCpP)KaHUS W yPOBHIO MOJATOTOBKH BBIMTYCKHUKOB IIO
MJIK 02.05 «be3zonacHocTh HHGOPMAIITMOHHBIX CUCTEM.

JIaHHBI TOPAKTUKYM MOKET OBITh HCMOJb30BAaH NPENOAaBaATEIIMUA IS
MIPOBEICHUS] IPAKTUYECKUX 3aHATUN 110 TeMaM «aeHTudukanms u ayTeHTuPuKaus
cyobekToB» u «Kpunrorpapuueckue cpencTpa 3aiuTbl HHOOPMAITUN.

Kaxnas npaktuueckass paboTa Mo Kypcy COAEPKUT Ha3BaHUE, LU paldoThI,
TEOPETUUYECKHE CBEACHUS, 3aJJaHuUs JJIsl CAMOCTOATENbHOM padoThl. B kaxoii paboTe
MOoAPOOHO OMKUCAH X0/ BHINOJTHEHUS pa0OTHI.

[TpakTryeckue pabOThI BBIMOJHSIOTCS CTYIEHTAMU UHIUBUIYaJbHO.

[IpakTuueckass paboTa BBINOIHIETCS COTJIACHO 3ajaHuio. Pe3ynbrar paboThbl
MPEICTABIIAETCS CTYAECHTOM IMPENOIaBATEINIO.

[To xomy BBITIOTHEHHS PAOOTHI TP BOSHUKHOBEHUH BOTPOCOB CTYACHT MOXKET
NOJIYYUTh KOHCYJBTALMIO Yy MPENOAABATENS WM CaMOCTOATEIbHO BOCIOJIb30BATHCS
JICKITUOHHBIM MaTepUaJIOM.

PesynbraT  BBIMOMHEHUS  MPAKTUYECKOM  pabOThI  OIEHUBAETCS  TI0

OSITAOAJUIGHOM IIIKAJIE.



DdopMupyemMbie KOMIIETCHIMH MPAKTHYECKUX PadoT

O6mue komnerenuu (OK):

OK 1. [ToHumaTh CyIIHOCTh M COLMAJIBHYIO 3HAYMMOCTb CBOEH Oyny1iel npodeccuu, NposiBISTh K
HEl yCTOWYMBBIN MHTEPEC.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO J1€ATEIbHOCTh, BBIOUPATH TUIIOBBIE METO/IbI U CLIOCOObI
BBITNIOJTHEHUSI TPOPECCUOHANBHBIX 3a/1a4, OLIECHUBATh UX 3PPEKTUBHOCTb U KAYECTBO.

OK 3. [IpunumaTh penieHus B CTaHAAPTHBIX U HECTAHAAPTHBIX CUTYalUsIX U HECTH 32 HUX
OTBETCTBEHHOCTb.

OK 4. OcymiecTBisTh IOUCK U UCIOJB30BaHNE HUHPOPMALIUH, HEOOX0IUMOM 115 3P PeKTUBHOTO
BBITIOJIHEHUSI MPOPECCUOHANBHBIX 3a/1a4, TPO(PECCHOHAIBHOTO U IMYHOCTHOTO Pa3BUTHS.

OK 5. Ucnonb3oBath HHOOPMALIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH B MPOPECCUOHAIBHOMN
JeSITEIIbHOCTH.

OK 6. PaGoTath B KOJUIEKTUBE U B KOMaH€, 3p(HEKTUBHO 00IIAThCS ¢ KOJUIEraMU, PYKOBOJICTBOM,
MOTPEOUTEIISIMHU.

OK 7. bpatb Ha ce0s1 OTBETCTBEHHOCTH 32 pabOTy 4IeHOB KOMaH/IbI (MMOAYMHEHHBIX ), 32 PEe3yJIbTaT
BBIIIOJIHEHHUS 3aJJaHUM.

OK 8. CamocTosTeTbHO ONPEACIISTh 3aa4H MPOGEeCCUOHATBHOTO U JINYHOCTHOTO Pa3BUTHA,
3aHMMAaThCsl CaMO0Opa30BaHNEM, OCO3HAHHO IIJIAHUPOBATh MOBBIIIEHNE KBATU(UKALIUH.

OK 9. OpueHTHpOBaTHCS B YCIOBUAX YaCTOM CMEHbI TEXHOJIOTUH B MPOPECCHOHATbHON
JeSITEIIbHOCTH.

[Ipodeccrnonanpubie komnereHuu (I1K):

1K 2.1 Pa3zpabarbiBaTh 0OBEKTHI Oa3bl JaHHBIX.

[1K 2.2 Peanu3oBbIBaTh 0a3y JaHHBIX B KOHKPETHOM CUCTEME yrpaBlieHHs 0a3amMu JaHHBIX (Jajee -
CVYB).

1K 2.3 Pematb BOnpockl a IMUHUCTPUPOBAHHUS Oa3bl JaHHBIX.

1K 2.4 Peanu30BbIBaTh METO/IbI K TEXHOJIOTUHU 3a1UTHI HH(GOpMaLuU B 6a3aX JaHHbIX.

IIpakTnyeckas padora Ne 1

Tema: KonnuecTBeHHas OLIEHKA CTOMKOCTH NAPOJIBHOM 3aIIUTHI»
[Topsiiok BeINONHEHUS PaOOTHI

1. 3amucathb B Te€Tpagu TeMY U LETb PaOOTHI.

2. O3HaKOMHTCS C KPATKUMH TEOPETUUECKUMHU
CBEJICHUSIMU.

3. BrImoaHuTs 3a1aHUs

4. OTBETUTH Ha KOHTPOJIbHBIE BOIIPOCHI.
Teopernyeckue cBeeHUA

[Toncucrempl uaeHTUGUKALNN U ayTeHTU(PUKAIIMH TIOJIB30BATEII UTPAIOT OUYEHB
BaXXHYIO POJIb B CUCTEMAaX 3alIUThl HH(POPMAIIH.

CTOMKOCTh MOJICUCTEMbl WACHTHU(PUKAINYA U ayTEHTU(QUKAIUK TOJIH30BATENS B
cucteme 3amuTel MHGopmammu (C3U) Bo MHOTOM ompeAenser yCTOWYUMBOCTh K
B3oMy camor C3U. JlaHHas CTOMKOCTHh OINpPEAENsI€TCd TapaHTHEH TOro, 4ro
3JIOYMBIIIUICHHUK HE CMOXET TMPOUTH ayTeHTHU(UKALMIO, MPUCBOUMB UYKOU
UJEHTU(HUKATOP WK YKPaB €ro.

[TaposibHbIE CHUCTEMBI MACHTU(PUKALUNA/AYTEHTU(DUKAIIUN SIBIIAETCS OJHUMHU W3
OCHOBHBIX M HauOosiee pacmnpoctpaHeHHbIX B C3U meTtogamu monb30BaTeNbCKOM




ayreHTu¢ukauuu. B nmanHom ciydae, uHbopmanuen, ayTeHTU(UUUPYIOLIEH
IIOJIB30BATEIS], SIBISAETCS HEKOTOPBIA CEKPETHBIM IapoJib, W3BECTHBIM TOJIBKO
JIErajbHOMY MOJIb30BATEIO.
[TaponbHast ayTeHTU(UKAIMS [TOIB30BATENS SBISETCA, KaK MPaBUiIO, MEepeIHUM
kpaeM obGoponbl C3U. B cBsi3u ¢ 3TuM, MOIy/lb ayTeHTHU(UKAIMU MO MapOJIIo
HamOoJiee YacTo TMOJBEpPraeTcsi arakaM cO CTOPOHBI 3JIOyMbIlUIeHHHUKA. Llenb
3JIOYMBIIIUVICHHUKAa B JaHHOM cllydyae — T0J00paTh ayTeHTHU(HUIUPYIOUIYIO
nH(opMaruio (1maposib) JeraabHOTO MOJIb30BaTEs.
Meroabpl mapoibHON ayTeHTU(HUKAUKA TMOJIb30BaTENs SBISIOTCS Haubosee
OPOCTBIMU METOAaMH ayTeHTU(UKAUW U TPU HECOONIOICHUU ONPEIEICHHBIX
TpeOOBaHUIl K BRIOOPY MApOJIs ABISIOTCA JOCTATOYHO YSI3BUMBIMHU.
OCHOBHBIMU MUHUMAJIBHBIMU TPEOOBaHUSIMH K BBIOOPY MApOJIs U K MOJICUCTEME
napoIbHON ayTeHTU(UKALIMU TIOTB30BATENS ABISIOTCS CIACAYIOIHE.
K mapoJto
1. MuHuManeHas JyIMHA TapOJIsl JOJKHA OBITh HE MEHEe 6 CUMBOJIOB.
2. Ilaponb [OJKEH COCTOSITh W3 Pa3IUYHbIX TPyHI CHUMBOJOB (Majible H
OoJpIIe JTATUHCKHE OYKBBI, HU(PPHI, crienuanbHble cuMBoiibl ‘(C, ), ‘#’ u
T.1.).

3. B kaudectBe maposs HE JOJKHBI MCIOJB30BAaThCS PEalIbHBIE CIOBA, UMEHA,
dbaMuIuu u T.1.

K nozacucremMe naposibHON ayTeHTUQUKAITIH.

1. Anmunuctpatop C3M jomkeH yCTaHaBIMBATh MAaKCUMAJIbHBIA CpPOK
JEHCTBUSA MapoJis, OCIIE YETr0, OH JOJKEH OBbITh CMEHEH.

2. B moacucteme maposibHOM ayTeHTH(UKAIMKM JOKHO OBITh YCTaHOBIEHO
OTpaHUYCHME YKCIIa MOMBITOK BBOAA NMapoJs (Kak MmpaBuiio, He Ooliee 3).

3. B moxcucreme maponpHOW ayTeHTH(UKAMKM AODKHA OBITH YCTaHOBIICHA
BpEMEHHas 3a/IepKKa MMPU BBOJE HEMPABUIBHOTO MapOJIsl.

Kak mnpaBuno, nns renepupoBanusa maponed B C3U, ynoBieTBOpsArOmmx
NEPEYUCIICHHBIM TpeOOBaHMSIM K MAapoJisiM, HCIOJB3YIOTCS MpOTrpamMMmbl  —
ABTOMATHUYECKHUE T€HEPATOPHI APOJIEN NOJIB30BATEIICH.

[Ipy BBINOJHEHUM NEPEUMCIICHHBIX TPeOOBaHMM K MapoyisiM U K IMOACHCTEME
naposbHOM ayTeHTU(UKALWHU, €IUHCTBEHHO BO3MOXXKHBIM METOJIOM B3JIOMa JaHHOU
HOJICUCTEMBI  3JIOYMBIIINIECHHUKOM SIBJIIETCSL MpsiMoi mepebop mnaposei (brute
forcing). B nanHOM city4ae, olieHKa CTOMKOCTH MapOJIbHOM 3aIIUThI OCYIIECTBIISETCS
CJIEAYIOIIMM 00pa3oMm.

KosmuyecTBeHHAs1 OLICHKA CTOMKOCTH NMAPOJIbHOM 3a1IHMTHI

[Iycte A — MomHOCTh andaBuTa Mmaposied (KOJUYECTBO CHUMBOJIOB, KOTOpBIE
MOTYT OBITh HMCIOJIB30BaHbl MpPU COCTaBleHWU mapossd. Hampumep, ecnu mapoiib
COCTOUT TOJIBKO M3 MaJIbIX aHTJIMHCKUX OYKB, TO A=20).

L — niuHa mapoJis.

S=A" - YUCJO BCEBO3MOKHBIX IMApOJIEH UIMHBI L, KOTOphIE MOXKHO COCTaBUTH
U3 CUMBOJIOB andaBuTa A.

V — ckopocTh miepedopa maposieli 3I0yMBIITUICHHHKOM.

T — MakcHUMaJIbHBIN CPOK JIEMCTBHSI TAPOIISL.

Torga, BeposiTHOCTh P mogdopa maposist 370yMBIIUIEHHUKOM B TEYEHHH CPOKa
ero aeicTBus V onpesensieTcs mo ciaeayromen Gopmyre.



3ananme k padore
1. OtkpoiiTe mporpamMmmy reHepalMy MapoJieid, KOTopas HaXOJIUTCS Ha caiite
http://www.dinopass.com/

| password, please |

2. Ilpy noMomM KHONKH
JUIMHBI ¥ 3alUILINATE UX B TETPAIb

3. g KaXXJI0To mapoJisi pacCUUTaTh OIEHKY CTOMKOCTH MapOJIbHOM 3allUThI IO
IpUBEICHHON (PopMyse ¢ HCHONB30BaHUEM TaONHIBI (CM. TpuioxkeHue 1),
COIJIACHO CBOErO BapHaHTA.

creHepupyirte 15 maposieil pasauyHOU

KonTpoJsbHbIE BONPOCHI

1. Yem omnpenenserca CTOMKOCTb  IMOJCUCTEMBI  WIACHTU(DUKAIUU U
ayreHTuuKanuun?

2. Kak ompeaenutb BEpOSTHOCTh MMOAOOpa MapoJis 3JI0YMBIINLJICHHUKOM B
TEUEHHUH CPOKa €ro JEHCTBUSA?

3. BpibopoM KakuMm TapamMeTpOB MOXHO TIOBJIUATh Ha YMEHBIICHHE
BEPOSITHOCTU TOJ1I00pa Maposisi 3I0yMBIITUICHHUKOM NP 33JaHHOM CKOPOCTH
noA00pa napoJisi 37I0YMBIIIJICHHUKOM U 33JTaHHOM CPOKE JIEUCTBUS MapoJisi?

Ipuiaoxkenue 1.

Bapuant V T

1 15 naponeii/MuH 2 Henenu
2 3 nmaposneit/MuH 10 nuel
3 10 maponeit/mun 5 nueit

4 11 maponeit/MuH 6 nHel

5 100 maponeit/nenn 12 nueit
6 10 maposneit/neHp 1 mecsn
7 20 naposneil/MuH 3 Hexenu
8 15 nmaposneii/MuH 20 nHei
9 3 nmaposneit/MuH 15 nuen
10 10 maposeii/MuH 1 Henensa
11 11 nmaponeit/Mun 2 Henenu
12 100 nmaponeit/neHn 10 nHen
13 10 maposeii/neHp 5 nHei

14 20 napoJeit/MuH 6 nHel

15 15 naponeit/mMun 12 nuei
16 3 nmaposneit/MuH 1 mecsn
17 10 maposneii/MuH 3 genenu
18 11 nmaponeit/Mun 20 nHei
19 100 maporeit/neHp 15 nuel
20 10 maposeii/neHp 1 Henens
21 20 napoJeit/MuH 2 Henenu
22 15 maposneii/MuH 10 nHen
23 3 maposneit/MuH S nHen



http://www/

IIpakTHyeckas padora Ne2

Tema: «llIudposanue nndopmarmm»

eab padoThl: U3ydeHUE TPOCTEHIIIMX METOJIOB KPUNITOTpapUIECKOM 3aIIUThI
uHGbOpMAaIIIU U 3aKPEIICHHE HAaBBIKOB pabOThI B ITporpaMMHoii cpeae Microsoft
Excel.

Ilnan padoTbi:

N3y4eHne TeopeTH4ecKoro MaTepuaia.

3ammdpoBbiBaHrE CBOMX (haMUIMK U UMEHH, UCTIONB3Ys MeTo Lle3aps u
cpexny Microsoft Excel.

3. PacmudpossiBanue (pasbl ¢ KapTOUKH, UCTIONB3Ys MeTo Lle3aps u cpeny
Microsoft Excel.

4. 3ammdpoBath, paciumdpoBaHHYIO B 1.4 (pazy METOJO0M NEPECTAHOBKH C
KITI09OM. B KauecTBe KiTroda B3sTh CBOIO (DaMHITHIO.

OTtBETUTH YCTHO Ha BOIIPOCHI.

[IpeabsiBuTH paboTy MpenoaaBaTeto.

Teopernueckue cBeIeHUA:

Cucrema mudponanus Lle3aps — yacTHbIil cimydail mmdpa IpocToil 3aMEHBI.
MeTon OocHOBaH Ha 3aMeHE KaXKJI0ro CHMBOJa COOOIeHMsI (OTKPBITOIO TEKCTa) Ha
JAPYrod CHMBOJI TOTO k€ andaBuTa, MyTeM CMEIIEHHs OT MCXOMHOTrO Ha K mo3ummit
(mostydaeM 3aKphIThIi TekcT). Bennunna K HaspiBaeTcs kiodoM mudpa (Kiaod — 3T0
uHdopmamusi,  HeoOXxoaumass  JJIi  OECHpPEnsiTCTBEHHOro  JAemudpoBaHUs
unpopmarnuu). Kmou B Merome ILlezaps — uenoe uucno. Eciaum mocTaBuTh B
COOTBETCTBHE KaXIOMy CHMBOJIy MCHOJB3YEMOro angaBUTa YKHCIO, TO MPOLECC
g poBaHus OyJIET NPOXOIUTh IO PopMyJIe:

y = (x +k) mod n,

r7Ie Xj — HOMEp i-TOr0 CHMBOJIa B OTKPBITOM TEKCTE, Yj — HOMEp i-TOr0 CMMBOJa B
3aKpBITOM TEKCTe, K — KITto4, N — 94UCiIo CUMBOJIOB B anihaBute. Oneparnust mod — 310



B3SITHE OCTaTKa OT JIEJICHHUs OJHOIO 4YHucia Ha Apyroe (Hampumep: 5 mod 2 = 1, 10
mod 5 =0, 20 mod 7 = 6).

HemudpoBanue (paciiu@poBbIBaHNEe) OyI€T MPOXOAUTH MO PopmyJie

X, =(y, +(n—=k)) mod n.

IIpumep.

Samudpyem metonom Llezaps ¢ kiouom k=7 cnoBo «uwugp».

bynem wucnons3oBaTh pycckuii andaBur 0e3 OykBel &, Trae OykBe A
cooTBeTcTBYET yncio 0, a ciegoarenbHo 6ykBe S —31. T.e. n=32.

[TocTaBUM B HCXOTHOM CJIOBE B COOTBETCTBHUE KaKJ10M OYKBE YHCIIO:

m —24 =x4

u —8 =x
b —20 =x3
p 16 =x4

Torma y; = (X; + K) mod 32 = (24 +7) mod 32 =31 mod 32 =31 > s

Yo=(X, +k)mod 32=(8+7)mod 32=15mod 32=15 > n

Y3 = (X3 + k) mod 32 = (20 +7) mod 32 = 27 mod 32 = 27 — b1

Va= (X4 + k)mod 32 = (16 +7) mod 32 =23 mod 32=23 > u

Takum 00pa3oMm, MOTYUUIH CIIOBO «ANbIU

Jlewughposanue.

st nemdpoBaHusi HEOOXOAUMO KaKIOMY CHMBOJY CJIOBA «1bly» MOCTABUTH
B COOTBETCTBHUE YHCIIO:

bt —31 =y;

I —15 =y,

Bl — 27 =YVY;3

q —>23 =Y,

Torma x; = (y;, + (32 — k)) mod 32 = (31 +(32 — 7)) mod 32 =56 mod 32 =24 —

X, = (Yo + (32 —k)) mod 32 = (15 +25) mod 32 =40 mod 32 =8 > u

X3 = (Y3 + (32 —k)) mod 32 = (27 +25) mod 32 =52 mod 32 =20 — ¢

Xq = (Y4 + (32— K)) mod 32 = (23 +25) mod 32 =48 mod 32 =16 > p

[Momyuymnu cinoBo «mmdpy», clienoBaTeabHO MUGPOBAaHUE ObUIO BBHITOIHEHO
MPaBUJIBHO.

IIngp nmepecraHOBKU € KJIWYOM — SBJISACTCS OJHUM W3 MHOTOYHUCIIEHHBIX
BUJIOB MIU(POB MEPECTAHOBKU (CHMBOJBI HCXOIHOTO COOOIICHHS MEPECTABISIOTCS
0 OMPE/ICIIEHHBIM 3aKOHAM).

JIJist mepecTaHOBKU C KJIHOYOM BBIOMpAETCs K04 — Jit000e ciioBO. CUMBOJIBI
KJIIoYa HyMepyeTcs B Mopsiake cieaoBaHus ux B andasute. CTpouTcs Tabnuia, B
KOTOPOM KOJMYECTBO CTOJIOI[OB PABHO KOJIMYECTBY OYKB B Kitoue. MICXOAHBINA TEKCT
BMECTE C MpoOeslaMi M 3HaKaMu MpENUHaHUs 3aluchiBaeTcsl B 3Ty Tabnuiy. Ecnu
MOCJIEIHSASL CPOKa 3aroJIHEHA HE MOJIHOCTHIO, /10 J0 KOHIIA CTPOKU 3alUCHIBAIOTCS
JTO0BIE CHMBOJIBI («ITYCTBIIIKKY). 3aTeM TEKCT MEPENUChIBAETCS IO CTOJIOIaM,
YUUTBIBASA UX HyMEPAIUIO COTJIACHO KITIOYY.

Mpumep.

BribepeM B KkauecTBe Kiroua CIIOBO «urgopmayus». IlpoHymepyem Kirod
(mepBasi, U3 WMEKIUXCA B KiIo4de, B andaBure OykBa A, ClemOBaTeIbHO €
npucBanBaeTcs HoMep 1; cienyromas no angaButy Oyksa M, cienoBaTensHo nepBast
oykBa U Oyzmer umeTs HOMED 2, a BTOpas — 3; manee uaet Oyksa M, eif mpucBanBaeM
HOMEp 4 U T.11.):
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Samudpyem nocnosuily: OT yMHOTO Hay4HIIIbCS, OT TIIYTIOTO pa3y4yHUIIIbCsl.
3anuiieM ee B TabnuIly moJl kirodoM. OcTraBiivecs sUeUKH 10 KOHIIA CTPOKHU
3aMOJIHSIIOT «ITyCTBIIIKAMU.
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[lepenuceiBaeM CTOJIOIbI, yUUTHIBASA UX HOMEDP:

Oby4I0H OCOSIOIDKHIUTYTTa0 1y4 aOMHUI3B yTParciue ,rb3

Jist pemm@poBanus 3amM(pOBaHHBIA TEKCT 3aMHMCHIBAETCS B TAOMUIly IO
CTOJIOIAaM, YUUTHIBAsI ©X HOMED.

3ajganue K padore.
O3HAKOMBTECH C TEOPETUUECKOM YaCThIO MPAKTUIECKON pabOTHI.
3arpy3ute nporpammy Microsoft Excel.
3. Ha nmepBom sHcTe 371€KTPOHHON KHUTH 3alUIINATE B CTOJIOCH] A OYKBBI pyCCKOTO
andasura. B cronbiie B — Homep OykB, B cTondie C — onsiTh OYKBHI (Takast

3anuch OyAeT HeoOXoauMa Jyisl ucoiab30Banus GpyHkiuu BIIP).
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4. Tlepeumenyiite nuctl B AndaBur.

5. Ha BTOpOM JMCTE JIEKTPOHHOM KHUTU 3alIMIINTE Ha3BaHUE PaOOThl, KIHOY U
Ha3BaHUE CTOJOLIOB TAOJUIbI (S — UCXOAHBIE CUMBOJIBI, X — YHCIA MCXOIHBIX
CHUMBOJIOB, Y — Il€pecCUUTaHHbIE N0 (popmyse 3HaueHus1, S1 — CUMBOJIBI 3aKPBITOIO
TEKCTa). 3HAYEHHE KJIF0Ya MOXHO B3ATh JIOOBIM M 00S3aTEIbHO €ro 3HAaYeHHE



3amucaTh B OT/AENIbHYIO stueliky (B5). B cronben S, Haunnas ¢ 8 cTpoku, BIUIITUTE

bamMmInio U UMs, KaXKaylo OyKBY B OTIETIbHOU sSUYCHKe.
A B © D E F €]
Wudp Lesaps

1. 3awndpoBsiBanue
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o
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6. B cronbie X D0/DKHBI OBITh YMCIIOBBIE 3HAUEHHUS CHMBOJIOB M3 CTOJIOHA S. DOTH

~

9.

3HauUeHUS XpaHATcs Ha Jucte Ajdabur. YUToObl MOMYYUTH HX, MOXKHO
Bocnosib3oBaThcsi Ppynkiuedt BITP (kaTteropusi — cCbUIKM U MaccuBbl). Beraem B
aueiiky B8 u BbbpiBaeM ¢QyHkuuio BIIP. 3amonHseM ee OKHO CleayroluM

o0pazom:
Apryme HTb1 (OYHRLUMM @gl
BIP
WckomMoe_3HauyeHWe |45 E = H
Tabmvua | andaevt!$adl $E432 FRE| = {"a";0:"B"i1rE 23 a4 e,
Homep_ctonbua |2 E = 2
MHTEpPBaREHEIN_NpocHaTR J'IO)Kbl | = NO¥b

VIWET 3HIUEHHE E KPaiiHEM NegoM cTONGLE TAGNHUE M BOZEDALLAET SHAUEHHE AYSHIH, HEX0AALEMCA B YKAZEHHOM
CToNGUE TOH ¥ CTPOKH, M0 ¥MONYSHHMHD TaONMLa A0M#HS BBITE OTCOPTHPOEAHA MO BOSPACT AHHHD,

WMHTEPBaNLHBIA_NPOCHOTP NOrHHECKOS 3HAYSHHE, ONPeAenaAtoles, TouH (MOMbE) MK NpHENMIeHHD

(WZTHHA MK OTCYTCTEME SHAYEHMA) ADN¥EH NPOMZEDAMTECA NOMCK B
NEPEOM CTONGLE (DTCOPTMPOBAHHOM MO BO3PACTaHHHD ),

JHaqeHne: §

Cnpaeka no 3Tof dyHKLHK [ a4 ] l OTreHa ]

PactaryTh hopmyny BHU3 1O KOHIIA TaOIHIIHI.

B suetiky C8 (cronbern Y) 3anuceiBaercs popmyna s mudpoanus. Mcxoanas
dopmyna metona Lle3apst umeeT BU: y, = (x, + k) mod n.Onepanuu mod B Excel
cootBeTcTBYeT (hyHKIUMA OCTAT(uuca0; geanresinb). B Hamem ciiydae 4Mcsi0 —
3TO (x,+k), a aeaureab — 32. T.e. ¢pynkuus OCTAT Oyaer umeTh BUJ
=0OCTAT((B8+$B$5);32).

Oty dopmyiry HEOOXOAMMO PACTIHYTh BHU3 /10 KOHI[A TAOTHUIIBI.

10.B sueiiky D8 (cronben S1) omsates 3amuckiBaeMm ¢yukmuio BIIP, koropas mo

yuciy Y HaigeT OykBy. OTa QyHKIMSA OYJET BHIMJISIAETh CIEIYIOUUM 00pa3oM:



Apryme HTbl (OYHELHH E| gl

HMweT sHaqeHHe B KpaﬁHBM nesom cTonbue TaanHLE K BO3BPALAET SHAHEHHE Fl‘-IBﬁKH, HaXOAALLEHCA B YKa3aHHOM
cTonbue ToH we CTpOKH. [0 YMON4aHHH TabnHua AonHa BeiTe OTCOPTHMPOBAHA MO BO3PaCTaHHHD,

(MCTHA MAK OTCYTCTEHE SHAYEHHA) A0M¥EH NPOMIE0AHTECA NOMCE B
NEPEOM CTONALE (OTCOPTHPOEAHHOM MO BO3PACTaHHD ).

3Ha4eHne! H

BMNP
WckomMoe_3HauyeHHe |C8 = 13
Tabmiya |.qn¢asp1-r!$3$1:$c$32 = {0;"a"1;e"E e 3 e At e
Homep_ctonbua |2 = 2
VIHTEPEaNEHEI_NpocMo TR |J‘|O)I(b| = NO¥b
= "H"

WHTEPBANBHBIA_NPOCMOTP  NOMHYECKOE SHAYEHME, ONPeAEnAwEe, ToUHO (OB MK npranHseHHo

COpaEkS N0 3ToH dreHKLHK [ Ok ] l QTHMEHS ]

11.0OxoH4aTenpHO TabIMIIA TOJKHA BBITIISICTh CIICAYIOMKUM 00pa3oMm:

] ndhpoi.xls
Al B C o] E F G

Wndp Lesapa

1. 3awndpoBbiBanne
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3anuiuTe MOTYYeHHBIN 3aKPBITHIN TeKCT (cTonber S1) B TeTpaip.
12.Psimom nmpuroToBbTE MeCTO I ActudpoBanus nHGopMmanuun. [Tomyaure y
MIPENo/IaBaTelis KapTOUKY C 3aKPBITHIM TEKCTOM U BIIUIIUTE €0 B cTooer S1

HOBOM TaOJIUIIBI.

A B c 8] E F G H | J K
|1 Wudpp Leszapa
2
11. 3awudpoBLiBaHNE 2. PacumndpoBuiBanmne
4
15| k=5 k= 7
|6 |
7/s x Y s 1. Y X s
|8 | M a8 13 H x
19| . 2 73 n
|10 a 0 e ]
|11 | H 13 18 1 n
12| o 14 19| y v
13| B 2 73 c
14| a 0 5 e x
| 15| H 13 | th
16| A 4 i [
17| p 16 21 x Yy
|18 & 5 10 K i
|19 @ ] 14 o w
| 20| W
|21] y
[22] x
[23] T
| 24 W
25| b
| 26 | W
| 27 | x
| 28 | "
|29 | 6
[30] "
[31] n
[32] W
[33] A
| 34 | r
135

13.ITpoBeaute nemmdpoBaHus TEKCTA IO AHAIOTHH ¢ 3almippoBbIBAHUEM. J{J1s

pacmmdpoBsiBanus (cToibua X) ucrnonb3ynte GopMyry
x, =(y,+(32-k) mod 32.
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Wudpp Lesapa

1. 3awnppoBiBanne 2. PacwudporuiBanne
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14 . 3anumure noxy4eHHyo ¢ppa3y B TETPAb.

15.3ammudpyiite B TeTpaau pacmndpoBaHHyIO (ppa3y METOAOM MEPECTAHOBKHU C
KJIF0OYOM. B KauecTBe KiIto4a UCIONb3yHTE CBOIO (haMUIIHIO.

16.I1penbsaBute paboTy mpenoaBaTesio.

KoHTposbHbIE BONIPOCHI.

1. Kakoii TeKCT Ha3bIBAE€TCSA OTKPHITHIM?

2. Kaxko#t TexcT Ha3bIBaeTCs 3aKPHITHIM?

3. Uro Takoe kitou?

4. Kak ocymiectBisieTcs npoiecce mudposanus B metoe Lleszaps?

5. Uro Takoe «1nu@poBaHUE METOAOM MEPECTAHOBKI»?

6. Kak paboraer ¢pynkims OCTAT?

7. UYro nenaer pyukius BITP?

BapuanTbl 3a1aHuii
Nel Neo2
Hcnonb3ys k04 8 npoBeaUTe Ucnonb3ys kiaou 6 mpoBeauTe
nemudpoBaHre HHPOPMAIIUH, nemudpoBaHre HHPOPMAIIUH,
3amudpoBaHHON MeTo0oM [le3apst: 3ammdpoBaHHor MeToioM Lle3aps:
(GUIITPLIIKTH - €bI] SPBIUILIIBI P puid sidoaam Ty Hy KB, mIQTILI
HIXIIIKTH VKK THKCEH UXKIIB
Ne3
No4
Hcrnonb3ys kiato4y 4 mpoBeaAuTe
Hcnonw3ys kmou 6 npoBegute
nemudpoBaHre HHPOPMAIIUH,
. nemrgppoBaHre HHPOPMaLIUH,

3amngpoBaHHoil MetogoM Lle3aps: .

. . N . 3ammdpoBaHHor MeTo1oM Lle3aps:
ybinayitnmia KTKPUApr - uinT
S — udHBTIIIYE YKIDK - GHIID XTLIICBIIIT




Ne5
Hcnonp3ys kmo4d 7 npoBeauTe
nemrdpoBanue nHGOpMaLIUH,
sammrdpoBanHoOi MeTonoM Lle3aps:
xnpmy cxdpmy M uxT™ pm
XUOMIIMST

Ne6
Hcnonp3ys karou 9 npoBeaute
nemudpoBanre HHOOPMaIINH,
3amudpoBaHHON MeTo10M Lle3aps:
MHO (Ui MOHYC, BIUX YIIC JIOb CXO3bI

Ne7
Hcnone3ys kmou 10 nmposenure
nemdpoBanue nHOOpPMaIINH,
samudpoBaHHON MeTo0M [le3aps:
KX Hced, OK MBIMI] bIIXIII MXKOMIh

Neg
Hcnonp3ys kinrou 7 mpoBeauTe
nemudpoBanre HHOOPMaIINH,
3amudpoBaHHON MeToI0M Lle3aps:
IOMY UXTTSIM (P3BCII, IIMY BY(PMM UBCIT

Ne9
Hcnone3ys kmou 9 nposeaure
nemurppoBaHre HHPOPMALIHH,
3amudpoBaHHOM MeToaoM [le3apsi:
xi(y HCIIUX cXOble, HIHY HOPY
LIIPBXObIE

NelO
Ucnonb3ys katou 4 mpoBeauTe
nemu@ppoBaHre HHPOPMaLUH,
3amudpoBaHHON MeTo10M Lle3aps:
puudTxua - caMpicabIr UCKUIAT CTh]T
K yUlIM

Nell
Hcnons3ys karou 10 mpoBenute
nemurppoBaHre HHPOPMALINH,
sammudpoBaHHON MeTo0oM Lle3aps:
HIBITHAXKYESH OYT MITBIIMBIBM?
BIBIIOYT

Nel2
Hcnonw3ys kirou 5 nposeaure
nemu@ppoBaHre HHPOPMaLIUH,
3amudpoBaHHON MeTo10M Lle3aps:

y4 UpEM YypIHIl cepy, KIPH LIC LPKD

Nel3
Hcnonb3ys kiatod 6 IpoBeaUTe
nemudpoBaHre HHPOPMAIIUH,
3amudpoBanHoit meTonoM Llezaps:
pd T IK3GUDK U meddumB, QT yi
HIKPTK

Nel4
Hcnonw3ys kinrou 7 npoBeaure
nemmdppoBaHre HHPOPMaIIUH,
3ammdpoBaHHON MeTo10M Lle3aps:
BXUXSMM UXIIIIIIB(IM - THIOSIMM
(3 TMITIIIIITIX

Nel5
Hcnonb3ys K04 8 npoBeaUTe
nemurppoBaHre HHPOPMALINUH,
zamudpoBaHHON MeTosoM [le3aps:
qiUIMHA TIHIIIC - UBIMHD IIYUMIIT
YIITIIC

Nel6
Hcnonp3ys kaou 9 nmpoBeaute
nemur@ppoBaHre HHPOPMaLIUH,
3amudpoBaHHON MeTo10M Lle3aps:
YBIU XI[UMY ITHACIAOBI, bIYbI XH(Y
YYLAHOBbI




IIpakTHyeckas padora Ne3

Tema: M3yuenue metonos mudposanus. [udpe 3amens u mudpsl IepecTaHOBKY.

Heas padorei: Hayuntcs npuMeHsTh mU@pbl 3aMeHbI U MU(PHI TepeCTaHOBKY 115
G pOBaHUS TaHHbBIX.

IHopsinok BbINOIHEHHS PA0OTHI.

1. 3anucaTh B TETpaau TEMy U 1€]Ib paOOTHI.

2. O3HAKOMHUTCS C TEOPETUUECKUMHU CBEIACHUSIMU.
3. BbeImoaHUTH 3a1aHUS

4. OpopMHUTH OTYET

Teoperuuyeckue cBeICHUSA.

IIu¢pbl 3amMeHbI

1. Honubduanckmii kBagpar. [ludp n3o0peTeH rpeyeckruM rocyaapCcTBEHHbBIM
nesirenem, moyukoBoeM 1 ucropukom Ilomobuem (111 Bex 1o H.3.). [IpumennTensHO

K pycckomy andaBuTy cyTh mupOBaHMUS 3aKiouaiach B cieaymoomeM. B kBagpar

6X6 BBINKMCHIBAIOTCS OYKBBI.
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Puc.1. Tabnauna mmdpo3zamen 175 NOJIMOUAaHCKOTO KBaJpaTa

[Mudpyemass OykBa 3aMeHSIETCS Ha KOOPJWHATHI KBajpaTa (CTpoka-cToJiOelr), B
KOTOpOM oOHa 3anucaHa. Hampumep, eciu ucxoanoe coodbmenne «ABPAMOBY, To



mmdporpamma — «l11 12 36 11 32 34 13». B [pesneit ['peunn cooOuieHus
nepesaBajIich € MOMOIIBI0 ONTHYeckoro Tenerpada (¢ momomibio (axenos). s
KaKIOH OyKBBI COOOINEHHS B Haudaje TMOJHUMAIOCh KOJIHYECTBO (HaKelos,
COOTBETCTBYIOIIIEE HOMEPY CTPOKH OYKBBI, @ 3aTEM HOMEPY CTOJIOIIA.

2. Iludpyromas cucrema Tpucemyca (Tpuremusi). B 1508 r. a66ar u3

I'epmannn HMorann Tpucemyc Hamucalql HedaTHYIO paboOTy MO KpPUITOJIOTHH TIOA
Ha3BaHueMm «llonmurpadus». B 3Tolf KHHre OH BHEpPBbIE CHUCTEMATHYECKU OIMCAI
OpUMEHEeHHE MMQpYyOmMUX TaOIuI], 3aloJHEHHBIX aji(paBUTOM B CIy4dailHOM
nopsiake. st momydeHust Takoro mudpa 3aMeHbl 0OBIYHO HCIIOJIB30BAUCH Ta0IMIa
Ul 3anicu OykB andaBUTa W KIIOYEBOE CIIOBO (wiu (ppasza). B tabmuiry cradana
BIIUCHIBAJIOCH TI0 CTPOKaM KJIIOYEBOE CJIOBO, MPUYEM MOBTOPSAIONIIUECS OYyKBBI
oTOpachIBaIMCh. 3aTeM 3Ta TabiuIa AOMOJHSIACH HE BOMICAIIMMHU B Hee OyKBaMu
andaButa mo mopsanky. Ha puc.6 wm3obpakeHa Tabnuma C KIIOUEBHIM CIOBOM
«JIAINHAY».

aolalml|lulals
Bl T|E|E|#]3
Mlkln|im|oln
Pl C|T |y |®|X
Ulylw|w|lb|b
Bl3lo]- |- |-

Puc.2. Tabnuna mudpozamen aiis mudpa Tpucemyca

Kaxxnasg OykBa OTKpPBITOrO COOOIIEHHS 3aMEeHsIeTCsl OyKBOM, paCONIOKEHHON MO
Hell B TOM ke ctojoue. Ecnu OykBa HaXoAWTCS B MOCIEIHEH CTpOKE TaOIUIbI, TO
1 ee mudpoBaHusi OepyT camyro BepxHIOK OykBy crosidna. Hampumep, ucxoanoe
coobimenne «ABPAMOBY, 3ammpposannoe — «K3IDKY DIly.

IosmrpaMmMHublie MEPBI 3aMeHbI - IUQPPBI, KOTOPbIE MUPPYIOT Cpa3y rPYIIIbI
(O671OKM) CUMBOJIOB.

3. lllugp Playfair (anrn. «YecrHas urpa»). bein uzobperen B 1854 .

Yapnas3oM YUTCTOHOM, HO Ha3BaH uMeHeM Jiopnaa Jlaiiona Ilnelidepa, xoTOpbIit
BHEJIpWJI JaHHBIM wmudp B rocynapcTBeHHble cnykObl BenukoOpuranun. OH
ucrosib3oBayics anrnuuadHamu B IlepBoii mupoBo#t BoitHe. [ludp npegycmarpuBaer
mudpoBaHrue nap cuMBojioB (Ourpamm). Takum o6pazom, 3ToT MmUpp Oonee
YCTOMYMB K B3JIOMy II0 CpaBHEHHMIO C IIH(POM MPOCTOM 3aMEHbI, TaK Kak
3aTpyAHSIETCS 4acTOTHBIM aHamm3. OH MOXeT OBbITh TMPOBEACH, HO HE s 26
BO3MOYKHBIX CHUMBOJIOB (JIaTUHCKHMM andaBut), a miia 26 x 26 = 676 BO3MOXKHBIX
ourpamMm. AHaiau3 4acTOThI OMTpaMM BO3MOXEH, HO SBJISICTCS 3HAYUTENIBHO OoJiee
TPYJIHBIM U TpeOyeT HaMHOTO 0OJIbIIIEr0 00bemMa 3au(pPOBAaHHOTO TEKCTA.

s mudpoBaHus cooOLIEHUST HEOOX0AUMO pa3OUTh €ro Ha OUrpaMMbl (TPYIIIBI
U3 JBYyX CHMBOJIOB), TIPH 3TOM, €CIH B OWTrpamMMe BCTPETATCS JBa OJUHAKOBBIX
CHUMBOJIA, TO MEXAY HUMHU H00aBIsIETCS 3apaHee OTOBOPEHHBIM BCIIOMOTATEIhHBIN
cuMBoJl (B opuruHaime — X, i pycckoro andasutra - ). Hanpumep,
«3amudpoBaHHOE COOOIICHUE» CTAaHOBHUTCS «3a 1M (p OB aH HO ec oSl 00 me Hu



efl». Jlns dopMupoBaHUs KIIIOYEBOW TaONUIBI BHIOMpAETCS JIO3YHT W Jajiee OHa
3aloJIHAETCS MO IpaBuiaMm mudpyromei cucrembl Tpucemyca. Hampumep, n1o3yHr
«JIATNHA»

Oal1a | Wi H|[A| b
B|T|E|E|X]|3
Al K| |M|O|M
PIC|T|Y |2 |X
Uf{4Y|WjfWwifbl|b
B3O} -] 1|2

Puc.3. KiroueBas Tabnuma qis mmudpa Playfair

3arewm, PYKOBOJICTBYSICh CJIeIYIOIUMU paBUJIaMH, BBITIOJIHAETCS
3amu(pOBBIBAHUE AP CUMBOJIOB HCXOIHOTO TEKCTA:

1. Ecniu cuMBOJIBI OUTpaMMBbl KICXOJIHOTO TEKCTa BCTPEUAIOTCS B OJJHOU CTPOKE, TO
9TU CHMBOJIbI 3aMEUIAIOTCS Ha CUMBOJIBI, PACIOJIOKEHHBIE B OMIKAUIINX CTOJIOIAX
CIpaBa OT COOTBETCTBYIOIIMX CHMBOJOB. Eciu cUMBOJ sBISeTCS TOCIEIHUM B
CTPOKE, TO OH 3aMEHSETCSl Ha MEPBbIl CUMBOJI 3TOM K€ CTPOKH.

2. Ecnn cuMBOJIBI OUTrpaMMbl HCXOJTHOTO TE€KCTa BCTPEYAIOTCS B OJIHOM CTOJIOIIE,
TO OHH TIPeoOpa3yloTCsi B CHUMBOJIBI TOTO K€ CTOJNOIA, HaXOISIIMMHUCS
HEMOCPEACTBEHHO Mo HUMHU. Eciu CUMBOIN SBII€TCS HIDKHUM B CTOJNOIE, TO OH
3aMEHSETCS Ha TIEPBbII CUMBOJI 3TOTO K€ CTOJO1IA.

3. Ecnmi cuMBOJIBI GUTPaMMBI HCXOTHOTO TEKCTa HAXOMATCS B PA3HBIX CTOJIONAX U
pa3HBIX CTPOKAX, TO OHU 3aMEHSFOTCS HA CUMBOJIBI, HAXO/SIIIMECS B TEX KE CTPOKAX,
HO COOTBETCTBYIOIINE IPYTHM yTiaM MPSIMOYTOJILHUKA.

[Tpumep mmdpoBanus.

- burpamMma «3a» GOpMHUPYET IPSIMOYTOJIBHUK — 3aMEHSIETCS Ha GKO»;

- OUrpaMMa «IIu» HaXOASITCS B OJTHOM CTOJIOIE — 3aMEHSIETCS Ha «I0ey;

- burpamma «(dp» HaXOAATCS B OJTHOM CTPOKE — 3aMEHSIETCS Ha «XC»;

- OurpamMma «oB» (GOPMHUPYET NMPSIMOYTOIHHUK — 3aMEHSICTCS Ha «HK»;

- OurpaMma «aH» HaXOJSATCS B OJTHOM CTPOKE — 3aMEHSIETCS Ha «0ay;

- OurpamMma «Ho» (popMUPYET MPSMOYTOJIbHUK — 3aMEHSETCS Ha «amy;

- burpamma «ec» GopMHUpyeT NPSIMOYTOIBHUK — 3aMEHSIETCS Ha «T'T»;

- burpamma «os» GopMHUpYeT IPSIMOYTOJIBHUK — 3aMEHSCTCS Ha «Kay;

- burpamma «006» hopMHUpPyeT NPSIMOYTOJBHUK — 3aMEHSIETCS Ha «I1ay;

- burpamma «iie» GopMUPYET MPSIMOYTOJILHUK — 3aMEHSIETCS Ha «IIEY;

- burpamma «HW» GOPMHUPYET MPSIMOYTOIBHUK — 3aMEHSIETCS Ha «aH»;

- burpamma «es» GOpMHUPYET MPSIMOYTOIBEHUK — 3aMEHSIETCS Ha «TH».

[Mudporpamma — k6 10€ XC ¥k 6a am I'T Ka ma me aH Tuy.

Jnsa  pacmm@poBKH HEOOXOAMMO HCIOJB30BaTh HWHBEPCHIO 3TUX IPaBUl,
orkuabiBas cumBoibl S (wm X), eclii OHM HE HECYT CMBICIAa B HCXOJIHOM
COOOILIEHU Y.

HoumnanpaBurHbie WUPPHI.

4. Tabauna Tpucemyca. OgnumM U3 MHUQPOB, NPUAYMAHHBIX HEMEIKUM
abbatom Tpucemycom, crTam MHoroana(paBUTHBIM IIMGpP, OCHOBAHHBIM Ha Tak
HazbiBaeMon «Tabsuie Tpucemycay» - Tabiuie co CTOPOHOM paBHOM N, Tae N —
KOJIMYECTBO CUMBOJIOB B ajidaBure. B mepBoil CTpoke MaTpullbl 3amUCHIBAIOTCA



OykBbl B TMOpSJKE UX oOuepenHocTu B andaBure, BO BTOPOM — Ta IKe
IOCJIEA0BATEIBHOCTh OYKB, HO C IIUKIMYECKUM CIBUIOM Ha OJHY IO3MIIHIO BIEBO, B
TPEThEU — ¢ LIUKIMYECKUM CIBUIOM Ha JBE IIO3ULIUU BIEBO U T.1.
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. Tabnuna Tpucemyca
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3nmech mepBas CTpPOKa SIBISIETCS OJHOBPEMEHHO W CTPOKOW OYKB OTKPBITOTO
tekcta. [lepBas OykBa Tekcra mudpyercs Mo MEepBOM CTpoke, BTopas OykBa IO
BTOPOM M TakK Jiajiee Mocje UCIOJIb30BaHUS MOCIEAHEH CTPOKH BHOBb BO3BpAIIAlOTCA

k niepBoit. Tak coobmenne « ABPAMOB» npuo6peret Bug «ABTITPY .
5. Cucrema mmuppoBanus Buxenepa. B 1586 r. dpanmysckuii muriomar

bne3 Buxenep npencrasui nepen komuccuen ['enpuxa Il onucanue npocroro, HO
JIOBOJIbHO CTOMKOTO 1IKM(]pa, B OCHOBE KOTOPOTO JIEKUT Tabiuua Tpucemyca.

Ilepen mmdpoBaHnem BbuIOMpaeTcs KiIOY U3 cuMBOJIOB ajidasura. Cama
npolerypa mudpoBaHUs 3aKII0YaeTCs B cieaytomeM. [1o 1-oMy CHMBOITY OTKPBITOTO
COOOIIIEHUsI B TIEPBOM CTPOKE OMPEAEIISIeTCsl CTOJIOCI, a M0 1-OMy CUMBOJIY KJIlOua B
KpailHeM JiIeBOM cToj01e — cTpoka. Ha mepeceueHun cTpoku u cTojidna Oyner
HaXOJUThCS 1-bIH CHMBOJI, TIOMeNIaeMbli B mudporpammy. Ecim nnumHa kiroya
MEHbIIIE COOOIIEHUs, TO OH MCHOJB3YyeTCs MOBTOpHO. Hampumep, w#cxoaHoe
coobmenue «KABPAMOBy, kitou — «IAJIHAY», mmdpporpamma — «JADUITIOK».

CrnpaBeIMBOCTH pajid, CIEAYEeT OTMETUTh, YTO aBTOPCTBO JAHHOro Imudpa
NpUHAIEKUT utanesiany /xosannu barucra bemnazo, koTopslil onucan ero B 1553
r. UcTopust «mpourHopupoBaja BaKHbIN (akT U Ha3Bada mudp umeHem Binkenepa,
HECMOTPSI Ha TO, YTO OH HUYETO HE CJeJaj Ul €ro co3AaHus». bemnazo mpeaioxKu
Ha3bIBaTh CEKPETHOE CIIOBO WM (pa3y mapoJaeM (ut. password; ¢p. parole - ciioBo).



IIn¢gpsl nepectaHOBKHU

6. llludp O6,104HOI ogUHAPHON NepecTaHOBKHU. [Ipy MCIONIB30BaHUHU 3TOTO
mudpa 3amaerca  TabmuIa  MEPECTaHOBKM  OJIOKA  CHMBOJIOB,  KOTOpas
MOCJIEIOBATEIbHO MPUMEHSIETCS N0 TeX TMOop, IOKa HCXOJHOE COOOIIEHUE HE
3akoHunTCa. Eciu nucxomHoe cooOIiieHre He KpaTHO pa3Mmepy 0Jioka, TorJa OHO Mpu
mPOBAHUH TOTIOJTHIETCS IPOU3BOJILHBIMU CUMBOJIAMH.

1 2 3
2 3 1
Puc.5. Tabauma nmepectaHOBOK

Jlns npumepa BbiOepeM pasmep O0J0ka, paBHbBIA 3, W TpUMEM TaOJHILy
NEPEeCTaHOBOK, TOKa3aHHYyI0 Ha puc.5. JlOMOJTHUM HMCXOIHOE COOOIIECHHE
«ABPAMOB» 6ykBamu b u 9, utoOnl ero nnuHa Oblia KpatHa 3. B pesynbrare
murdposanus noryduM «PABOAMODBby.

KonuuectBo kiroueid ajis nanHoro mudpa npu GukcUpoBaHHOM pa3Mepe OJioka
paBHO M!, rae M — pa3mep O0Ka.

7. lllnpp TabamyHoii  MapumipyTHOW  mepecTaHoBKH. Haubonbiiee

pacmpocTpaHeHue TOMYyYUIu MHUQPbl MapUIPyTHOW NMEPECTAHOBKH, OCHOBAHHBIE Ha
tabnuuax. [Ipu mmdpoBaHun B Takyro TaOJUIly BIUCBHIBAIOT UCXOAHOE COOOIIECHUE
[0 OIpEACICHHOMY MapIIpyTy, a BBIIUCHIBAIOT (MOJyYaroT Mmudporpammy) - o
apyromy. [lns naHHoro mmd@pa MapmpyThl BIIMCHIBAHUS U BBINHUCHIBAHUSA, a TAKXKe
pa3Mephl TAOTULBI SIBISIOTCS KITFOUOM.
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MaplwpyT BeIMMCEIBAHMA
Puc. 6.. [Ipumep ucnons3oBanus mm@pa MapipyTHON MepecTaHOBKH

Hampumep, wucxomgnoe coobmenus «ABPAMOB WJIbA CEPT'EEBUY»
BIIMCHIBACTCS B MPSMOYTOIBHYIO TaONUIly pasMepamu 4X6, MapIIpyT BIUCHIBAHUS —
CJIeBa-HAlpaBO CBEPXYy-BHHU3, MapUIPYT BBINHUCHIBAHUS — CBEPXY-BHU3 CJIEBa-
HampaBo. Illudpporpamma B 3TOM cayuae BeraauT «AB Eb CBPUEUAJIP
UMBI" OSE ».

8. llludpbl ¢ uHCNOIb30BAHHEM TPEYroJbHUKOB M Tpameuuil. [lomoup

BBINIOJIHUTH MEPECTAHOBKU MOTYT KaK TPEYrOJbHUKH, TaK M Tpaneuuud. OTKpBITHINA
TEKCT BIUCBHIBAETCS B 3TU (DUTYypbl B COOTBETCTBUU C KOJUYECTBOM CJIOB U (popMoii
BBIOpaHHON (UTYpBI, KOTOpas MOXKET OBbITh pacTAHyTa WU C)KaTa, 4YTOObl B HeW



OMECTUJIOCh coolmenue. s mepBoit (Urypel, TpeyroibHHUKA, OTKPBITHI TEKCT
3aIMCBIBACTCS IOCTPOYHO OT BEPUIMHBI JO OCHOBAHUS.

A
b P
A M O
B B U n
b = B C E
P r E E B 1
il 2 il W H A il 2 il W H
2 10 3 6 8 1 4 11 5 7 9
Puc.7. Ilpumep ucnosib3oBanus mudpa nepecTaHoBKU NPU BIHCHIBAHUH B
TPEYTOJIbHUK

Huxe 3anuceiBaeTcss KIO4eBOE€ CJIOBO. IIOCKOJIBKY OCHOBaHWE IIMPOKOE,
KIJIFOYEBOE CJIOBO IIOBTOPSETCS. BYKBBI CTPOKM C KIIXOUEBBIM CIOBOM HYMEPYIOTCS
NOCJIEAOBATEIbHO COMVIACHO HX  al(paBUTHOMY MOPAAKY. 3amu@poBaHHOE
COOOIIIEHNE BBINUCHIBAETCS IO CTOJOLAM COTJIACHO BBIOJIHEHHOM HyMepaluu.
Takum oOpazom, mnsi otkpbiToro Tekcta «ABPAMOB WJIbS CEPI'EEBU» u
KJIFOYE€BOT'0 CJI0Ba «JIAAUHA» mudporpamma Ooyner BBITJIAJETH
«AM_PBI'PUEJIBASIEG EULBPCy.

9. Maruyeckue KBajJpaTbl. MarndeckuMu  KBaJpaTaMd  Ha3bIBAIOTCS
KBaJlpaTHblE TaOJMIBI CO BIHCAHHBIMM B HUX KJIETKH IOCIEIOBATEIbHBIMU
HATypaJbHBIMU YHUCJIAaMH HauyuHasg ¢ 1, KOTOpble B CyMME€ IO KaXKJIOMY CTOJIOLY,
KOKIOM CTPOKE M KaXIOW IHaroHald AAlOT OJHO U TO ke yucio. IlomoOHbie
KBaJpaThl IMIMPOKO NPHUMEHSUIUCHh JUIsl BIHMCBHIBAHUS MHU(GPYEMOro TEKCTa IO
NPUBEACHHON B HUX Hymepalnuu. Eciu moToM BhIHUCATH COAEPKUMOE TAOIUIBI IO
CTpOKaMm, TO TMojdy4anach IHU(POBKa MepecTaHOBKOM OykB. Ha mepBblii B3risia
KaXkeTcsi, Oy/ITO Marnyeckux KBaJapaToB OUeHb Majo. TeM He MeHee, X YHCIIO OUYEHb
OBICTPO BO3pAcTaeT ¢ yBEJIMYEHUEM pa3Mepa KBajpaTa. Tak, CylecTBYeT JIMIIb OJIUH
Maru4eckui KBaapar pa3MepoM 3X3, e€cliM HE NPUHHMATh BO BHUMAHHE €ro
NOBOPOTHL. Marnyeckux KBaapatoB 4x4 HacuutbiBaerca yxe 880, a wyumcio
Maruyeckux KaajpaTtoB pasmepoM 5x5 okono 250000. IlostoMy wmarmyeckue
KBaJpaThl OOJIBIIMX pa3MepOB MOIVIM OBITh XOPOILIEH OCHOBOM JUIsl HaJeKHOU
CUCTEMBI IIU(PPOBAHUS TOTO BPEMEHHU, TOTOMY YTO PYYHOM Mepedop BCeX BApUaHTOB
KJIFO4a JIJIs 9TOro mrdpa ObLI HEMBICIHUM.

Paccmotpu kBagpat pazmepom 4x4. B Hero BnuceiBatroTesa yncna ot 1 1o 16. Ero
Marusi COCTOMT B TOM, YTO CyMMa 4YHCEJI IO CTpOKaM, CTOJOLAM M MOJHBIM
JIaroHaiasiM pPaBHSAETCS OJHOMY M TOMY k€ 4uciay — 34. BrepBble 3T KBaJpaThl
nosiBunuck B Kurtae, rjae um u Obliia IpUnucaHa HEKOTOpas «Marudeckasi Cuiay.

6 3 2 13
5 10 11 8
g 6 i 12
4 15 14 1

Puc.8. Maruueckuii kBaapat 4x4



[MIudpoBanre MO0 MarumdecKoMy KBajipaTy MPOU3BOIMIOCH CIAEAYIOMHUM 00pa3oM.
Hanpumep, tpedyercs 3amudposars dhpazy: «KABPAMOBIAJMHA...». BykBsl 3T0i
(bpa3bl BOUCKHIBAIOTCA IOCJIEN0BATENLHO B KBaJpaT COTJACHO 3alMCaHHBIM B HHX
YHUCJIaM: MO3UIKMA OYKBBI B TMPEIOKEHUU COOTBETCTBYET MOPSAKOBOMY uuciy. B
MyCThI€ KJIETKH CTAaBUTCS TOYKA UJTHU JII0Oasi OyKBa.

16. 3F 2B 13 A
oM 100 11 M g4
9 A 5O 7B 12 H
4 A 15 . 14 . 1A

Puc.9. [Ipumep mmdpoBanust ¢ MOMOIIHI0 MAaTMYECKOTO KBapaTa

[locne 3TOro MU(PPOBAHHBIM TEKCT 3alUCHIBAETCSI B CTPOKY (CUMTHIBAHUE
IPOU3BOIUTCS CJIeBa-HaIIpaBo CBEpXY-BHH3, IOCTPOYHO) —
«.PBAMJINISIOBHA..A».

10. lu¢p nBoIHOW mnepecTaHOBKM. B Tabmuily 1o omnpeneneHHOMY
MapLIpyTy 3alHiChIBAETCS TEKCT COOOIICHHS, 3aT€M IE€PECTABIIAIOTCS CTOJIOLBI, a
IOTOM IepecTaBisitoTcst cTpokH. lndporpamma BeIUCHIBaeTCA MO ONPEACICHHOMY
MapIupyTy.

[Tpumep mmdposanus coobmennss «KABPAMOB+/IAMHA» noka3an Ha puc.10.
Pesynprat mmdposanus — «OABA+ AUB PIAMHAI».

4 1 3 2 1 2 3 4 1 2 3 4

5% f’ 3 Al B P 3 E| A | P | A 1 o + B | M
S t—r 1T | M| OB |+ 1O+ | B | M 2|l Aal _ | _|H
%é 4A—> 4 | 0|9 |A]|H 41 alwm| 4l A 3Bl AP | A
=5 Ao Hqlal_]|_ 2l a |l _ | _|H slalwlala
McxogHan Tabnuya MNepecTaHoBKa cToNSUOB [MepecTaHoBKA CTPOK

- - -
- - -
- # -
- - -

MaplpyT BeINMCEIBaHMA
Puc.10. [Ipumep ucnons3oBanus mudpa JBONHON MepecTaHOBKH

Kmrouom k mudpy SBISIOTCS pa3Mepbl TaOJUIBI, MApPHIPYThl BIUCHIBAHUSA H
BBITIUCHIBAHUS, & TAK)KE TOPSAJIKH TIEPECTAHOBKHU CTOJIONOB U CTPOK. Eciam MapmipyTs
SBJISTFOTCSL (PUKCUPOBAHHBIMU BEJIMYMHAMU, TO KOJUYECTBO KJIFO4EH paBHO N!*ml, n u
M — KOJIMYECTBO CTOJIOIIOB U CTPOK B TAOJIHUIIE.

3ananus Kk padore

1. Heobxomumo 3ammdpoBaTh CBOWO (PaMUIUIO C TOMOIIBIO CIIECIYIOMIHNX
¢ poBs:
MIOJIMOMAHCKOTO KBaJIpaTa;
mHGPYIOMIEH cUCTEMBI TpuceMyca;
mudpa Playfair
Tabauiel Tpucemyca.
mrdpa BrkeHepa.
0J10YHOM OJMHAPHON NEPECTAHOBKH;



https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/lr1#shifr_polibii
https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/lr1#shifr_trisemus
https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/lr1#shifr_vigener
https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/lr2#shifr_BOP

3. HeoOxommmo 3ammdpoBath (pamMmwimo ¥ UMS C TOMOIIIO

U QpoB:

ITpu

TAaOJIMYHOM MApIIPYTHOM IIEPESCTAHOBKH;

HIAGPBI ¢ UCIIOJIH30BAHUEM TPEYTOJILHHUKA.

Maruyeckui kBaapar (pa3mep kBajapara - 4x4);

JIBOMHOW IE€PECTAHOBKHU.

opOpMIICHMH OTYeTa HEOOXOJAMMO TIPUBECTH HCXOJHOE

(143 {011170'¢

CcO0O0IIeHNE

(bammmro wnu QamMuani0 W UMA), TaOJIUIBI, KIIOYEBBIC CJIOBa (BBIOMpPAIOTCS
IPOW3BOJIBHO), MAapIIPyThl BIMCHIBAHWS W  BBITUCBIBAHMA, 3alI(QpOBAHHOE
COOOIIEHHUE.


https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/lr2#shifr_TMP
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema5#shifr_treug
https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/lr2#shifr_magic
https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/lr2#shifr_DP

IIpakTH4yeckas padora Ne 4
Tema: U3yuyenune meTo10B IU(PPOBAHUA. AJJTUTUBHBbIE U PHI.

Heab padorbl: U3y4yuTh ajiuTHBHbIE MEeTOAbI IIU(POBAHUA HA NIPUMepe
aJAMTUBHBIX IIH(PPOB.

Iopsiaok BeINOJTHEHUS] padOTHI.

1. 3anmcaTh B TETpaau TEMY U I1€JIb paOOThI

2. O3HAaKOMHTCS C TEOPETUUECKUMHU
CBEJICHUSIMU.

3. BrmonHuTs 3amaHus

Teopernueckue cBeeHUA.

B ammuTHBHBIX MIH(pax UCHOIB3YeTCs CIOKEHUE 110 MOy 0 (Mod)
HCXOJTHOTO COOOIIEHUST ¢ TaMMOM, TIPEJICTABICHHBIX B YHCIOBOM BHje. HamomumMm,
YTO PE3YJBTATOM CJOKCHHS JIBYX IICJIBIX YHCET IO MOMIYJIO SBIISICTCS OCTATOK OT
nenenus (Hanpumep, 5+10 mod 4 = 15 mod 4 = 3).

B nwuteparype mmdpsl 3TOro Kiacca YacTO HAa3bIBalOT IMOTOKOBBIMMU.
CTOHKOCTh 3aKpBITHS OJTUMH IMHPPaMH  ONPEHCTAeTCsS, TJIaBHBIM 00pa3oM,
KauyeCTBOM TaMMbI, KOTOpPO€ 3aBUCHUT OT JJUHBI TIEPHOJa U CIy4allHOCTU
pacmpesiesieHus 1o ePHOTY.

JIVIMHOK0 Mepuoa TaMMbl Ha3bIBACTCS MUHIMAIBHOE KOJIMYECTBO CHMBOJIOB,
MOCJIE KOTOPOTO TOCIICIOBATEIHHOCTh MU(PP B TaMME HAYWHAET IOBTOPSITHC.
CayuailiHOoCcTh pacrnpeieieHHsi CUMBOJIOB 10 NEPHOAY O3HAYaeT OTCYTCTBUE
3aKOHOMEPHOCTEH MEXTy TIOSIBJICHHEM Pa3IMYHBIX CHMBOJIOB B TIpeieiaX Mmepruoa.

[lo nnmuHe mepuoma pa3IWYaroTCs TaMMbl C KOHEYHBIM U 0€eCKOHEYHBIM
nepuoaoM. Ecnu nnuHa meproja raMMbl TIPEBBINIAST JUTMHY MUA(DPYyEeMOro TEKCTa,
ramMma SIBJII€TCSI HICTHHHO CITy4allHOW W HE UCIOJIb3YeTCs I MUu(POBAHUS IPYTUX

cooOIeHni, TO Takoe TpeoOpa3oBaHHe SBIIETCS  aOCOTIOTHO  CTOMKHUM

(coBepuieHHbli mHUQp). Takol mmdp HENb3sT BCKPHITh HA OCHOBE CTATUCTHUECKOM

00paboTKH MHU(POTpaMMBI.



MOCBSIIEHHBIX KpUOTOrpadumu,

Cao:xenue mo MmoayJaro N.

B 1888 r. ¢paniy3 mapkus ne Buapu B 0HOH M3 CBOMX HAy4HBIX CTaTeH,

4qTO IIpu 3aMCHC 6YKB NCXOJHOIO
C006HICHHH H KJIFOYad Ha YHCJIa CIIPAaBCIJINBBI (I)OpMyJII;I
C = (P, + K,) mod N,

Piz(Ci+ N - K,) mod N,

1)

(2)
rie P, Ci - i-blif CHMBOJI OTKPBITOTO U MU(GPOBAHHOTO COOOIIICHUS;
N - KOJIMYEeCTBO CUMBOJIOB B ai(aBUTE;
Ki - I-p1ii cuMBOJN rammbl (Kimroda). Ecim jaimmHa raMMbl MEHBINE, YeM JTHHA
COOOIIIEHUS, TO OHA UCTIONB3YETCS TOBTOPHO.
JlanHbie (OpMyITBI MTO3BOJISIOT BBHIMOJIHUTE 3amudpoBanue / pacimmppoBaHue
no Bmwxkenepy npu 3amene OykB andaBuTa 4rciaMU COTJIACHO CIEAYIOLIEH Tadnuiie
(IpUMEHUTENBHO K pyCCKOMY ali(aBUTy):
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CUMBOJIOB Ha uucia OykBa A Oynmer mpexactaBieHa kak 0, b — 1,

Puc.1. Tabimna KoaAMpoOBaHUA CHUMBOJIOB
Hampumep, mis mudpoBanus ucnosb3yercs pycckui andasutr (N = 33),
otkpbiToe coobmienne — «ABPAMOB», ramma — «KYPUXUH». Tlpu 3amene
. A - 32

PesynpTaT mmdpoBanus noka3aH B CISAYIOMIEH TaOIuIIe.

Taouaunua 1. Ilpumep agaAMTHBHOTO MKU(POBAHKUS 110 MOXYJII0 N

CHMBEON

OTEPRITOMD A B F A M B
coobleHwA, P 0 17 0 13 15 2
H Y = % X H

rammil, b
7 20 17 g9 22 14
5 . H b E % B M

WP porpammel, L

' 7 21 1 g 2 24 16

cuMBoJioB Windows 1251 u ux 1BOMYHOE MpEICTaBICHUE.

CJio:keHue 1o MoayJio 2.

SIBnsieTcss 4acTHBIM Ciy4daeM MPEeIbIIyIero Mmu@pa W HCHOJb3YyeTCs NpU
mHU(QPOBAaHUU B aABTOMATU3MPOBAaHHBIX cucTeMax. CHMBOJNBI TEKCTa U TraMMBbl
NPEACTABIAIOTCA B JIBOMYHBIX KOJAAX, a 3aT€M KaXJas Napa JBOWYHBIX pa3psioB
CKJaabIBaeTcs mo Moaymo 2 (@, mia OyneBbIX BEIMYMH aHAJIOT 3TOM ONepanuu —
XOR, «Hckmouaromee WIIM»). Ilpouenypsl mudpoBanus u AemrppOBaHUS
BBITOJIHSAIOTCS TI0 CIENYIOIMM (popmynam

Ci=Pi Ki
Pi = Ci Ki.

(3)
(4)

[Tepen wumocTparuel HMCHOJIB30BaHUS MU(pa MpuBeAeM TaOJIUIy KOJIOB




Tadaunua 2. Koabsl cumBos10B Windows 1251 u ux JBOMYHOE NPeACTABJICHUE

Eykea Dec-kon Bin-kon Evkea Dec-kon Bin-kon Eykea Dec-kon Bin-kon
A, 192 1100 0000 n 203 1100 1017 L, 214 1101 0110
= 193 1100 0001 fu 204 1100 1100 s 215 1101 0111
B 194 1100 0010 H 205 1100 1107 L 216 1101 1000
r 195 1100 0011 Q 206 1100 1110 L 217 1101 1001
H 196 1100 0100 M 207 1100 1111 = 218 1101 1010
E 187 1100 0101 F 208 1101 0000 bl 219 1101 1011
H 198 1100 0110 C 209 1101 0007 b 220 1101 1100
3 189 1100 0111 T 210 1101 0010 ] 221 1101 1107
4 200 1100 1000 Y 211 1101 0011 HO 222 1101 1110
7 201 1100 1001 & 212 11071 0100 H 223 1101 1111
K 202 1100 1010 X 213 1101 0107

[Tpumeuanue. Dec-koa — AECATUYHBIN KOJI CMMBOJIa, Bin-Koa — ABOMYHBIN KO/

CHMBOJIA.

[Ipumep mmdposanus cooOmenus «BOBA» c¢ momompio rammel «tOJIS»
MOKa3aH B CJIEIYIONIEH TabuIie.

Tabimua 3. Ilpumep agaAuTHBHOTO IKU(PPOBAHUSA 110 MOAYJIIO 2

Eviea E i E A
OTKpEITOE
cooBLIEHNS Dec-kon 194 206 194 192
Bin-kog 1100 0010 1100 1110 1100 0010 1100 0000
Evkea KO Il = KO
FamMma Dec-kon 222 203 223 222
Bin-kog 1101 1110 1100 1011 1101 1111 1101 1110
Dec- 28 5 29 an
Lwndbporpamma ,eo oA
Bin-kog Qoo 1100 0oo0 0101 oot 1101 0oo1 1110
Tabnuia NCTUHHOCTH:
. JUIsi OMHApPHOTO CJIOKEHUSI 10 MOAYJ0 2 (MPUMEHSETCS B JIBOMYHBIX
HOJyCyMMaTopax):
a b adb
0 0 0
0 1 1
1 0 1
1 1 0
3ananus Kk padore

1. 3ammdpoBath CcBOWO (pamMuiIMIO C MOMOIIBIO MHU(PPOB TAMMHUPOBAHMS IO

MoayJsiro N

2. 3ammdpoBarh CBOIO (paMUIIKIO ¢ TOMOIIIBIO MUGPOB TAMMUPOBAHUS U MOIYJIIO

2.

(pamunuio), raMMy 1 TaONIUIIBI 3aIMQpoBaHUs/ IeMI(pPOBAHUSL.

[Ipu odopmneHnn ot4yera HEOOXOAUMO TMPUBECTH HMCXOIHOE COOOIIEHHE
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IIpakTn4yeckas padora Ne 5

Tema: [HludpoBanue ¢ OTKPHITHIM KIIOUOM

Heas padorsi: Hayunthes mmdpoBaTh JaHHBIE ¢ TOMOIIBIO METOIa IU(POBAHUS C
OTKPBITHIM KJITFOUOM.

IHopsinok BbINOIHEHHS PA0OTHI.

1. 3anwmcath B TE€Tpaau TEMY U 11€Ib paOOThI

2. O3HaKOMUTCS C TEOPETUYECKUMHU CBEICHUSIMU
3. BrImmonHuTs 3amanus

4. OpopMHUTH OTUYET

3ananus Kk padoore
Heob6xonumo 3ammudpoBath CBOIO (paMUIUIO ¢ TOMOIIBIO CIEAYIOMMX MU(POB:

- agroputMma RSA;
- QAITOpHUTMA HAa OCHOBE 3aJa4d 00 YKIIaJIKE

paHLa;
- anroputMa mudpoBaHus Iib-I"amans.

[Ipu odopmieHun oT4eTa HEOOXOJUMO TIPUBECTH HCXOJHOE COOOIICHHE
(pamunmio) u TabMUIEl TeHepauu KitoueH, mudpoBanus u pacmmdpoBanus. Jis
MEPBOTO M TPETHETO CMOCOOOB MPUHATH, YTO KOJ CHUMBOJIa COOTBETCTBYET €r0

MOJIOKEHUIO B andaBuTe, JJIi BTOPOTO — B COOTBETCTBUM C KOaupoBKoil Windows
1251.
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Tadauunal. Koawsl cumBosioB Windows 1251 u ux 71BOMYHOE NPeACTABJIEHHE

EBEykea Dec-Kon Ein-kon EBEykea Dec-Kon Ein-kon EBEykea Dec-Kon Ein-kon
A 192 1100 0000 N 203 1100 1011 L 214 1101 0110
B 193 1100 00071 ol 204 1100 1100 Y 215 1101 0111
B 194 1100 0010 H 205 1100 11071 L 216 1101 1000
r 195 1100 0011 o 206 1100 1110 LU 217 1101 10071
A 196 1100 0100 M 207 1100 1111 =) 218 11011010
E 197 1100 01071 P 208 1101 0000 bl 219 1101 1011
H 198 1100 0110 C 208 1101 00071 b 220 1101 1100
3 199 1100 0111 T 210 1101 0010 = 221 1101 11071
I 200 1100 1000 Y 211 1101 0011 KO 222 1101 1110
7 201 1100 10071 s 212 1101 0100 A 223 1101 1111
K 202 1100 1010 X 213 1101 01071

Teoperuyeckue cBeleHUSA

I'maBHass mpoOiemMa HCIOJIB30BAHUS — OJHOKIIIOUEBBIX  (CUMMETPUYHBIX)
KPUITOCUCTEM 3aKJIIOYaeTcs B pachnpeieseHuu kinroden. J[ns Toro, 4roObl ObuI
BO3MOXXKEH OOMEH uH(popManueil MexIy IABYMsl CTOPOHaMH, KIIIOY JOJKEH OBITh
CT€HEpPUpPOBaH OJHOW M3 HHUX, a 3aTeéM B KOH(UIECHIMAIBHOM NOpSAIKE MepelaH
npyroii. OcoOyro ocCTpoTy JaHHas IpoOjieMa MpuoOpena B HaIlM JIHU, KOrja
Kpunrorpadus crajia 00IIeI0CTYITHON, BCIEACTBUE YErO KOJMYECTBO MOJIb30BaTENIEH
OOJBIINX KPUIITOCUCTEM MOKET UCUUCIATHCS COTHSIMU U ThICAYAMU.

Hayano acumMmerpuunbiM mm@pam ObUI0 MON0XkEeHO B padbore «HoBbie
HaIpaBJeHUs] B COBpeMEHHOM kpunrtorpadpum» Yutrpuina Hubdu m Maprtuna
Xennmana, onyosiukoBanHou B 1976 rony. Haxongce noa BnusiHueM padotsl Panbda
Mepxkiie (Ralph Merkle) o pacnpocTpaneHHHr OTKPBITOTO KJFOUa, OHM MPEIIOKIIH
METOJl TMOJIyY€HUS CEKpPETHBIX KIIIOYel [ CHUMMETPUYHOro IU(pOBaHMS,
UCIIOJb3Yys OTKpbITEIN KaHai. B 2002 rogy XewiMaH npeasioKuil Ha3blBaTh TAHHBINA
anroput™m _ «Jlupdbu - Xennmana - Mepkie», mnpuszHaBas BkiIaa Mepkie B
MU300pEeTeHNE KPUNTOTPAPHUH C OTKPHITHIM KIIFOUOM.

Xots padota duddu-Xennmmana co3znana G0NbIION TEOPETUUESCKUIN 3aeM IS
OTKPBITOUN KpunTorpaduu, mepBoi peaabHON KPUTITOCUCTEMOM C OTKPBITHIM KIIFOUOM
cunTaroT anroput™M RSA (Ha3zBaHHbBIN MO uMeHH aBTOPOB - Pon PuBect (Ronald Linn
Rivest), Aagu lamup (Adi Shamir) u Jleonapn Anneman (Leonard Adleman) u3
Maccauycerckoro Texnonoruueckoro Mucturyra (MIT)).

CrnpaBeITMBOCTH paju CleayeT OTMETUTh, 4To B Jekabpe 1997 roma Oblia
oOHapo10BaHa MH(pOPMAILIKs, COTTIACHO KOTOpoil Oputanckuit maremaTuk Knuddopn
Kokc (Clifford Cocks), paborapmmii B ieHTpe npaButeibcTBeHHON cBs3u (GCHQ)
BenukoOputanuu, omnucan cucteMy, aHajgoruyHyro RSA, B 1973 romy, a
HECKOJIbKUMH MecsalaMu noxe B 1974 rogy Manbkonasm Bunbsimcon uzoOpen
MaTEMaTUYECKU aJIrOPUTM, aHATOTW4YHBIN anroputMmy [uddu — Xemnmana -
Mepkue.

Cyrhr mm@poBaHusi C OTKPBITBIM KJIIOYOM 3aKJIIOYAETCS B TOM, 4YTO JJIS
mU(PPOBaHUS JTAaHHBIX MCIIOJIB3YETCS OJUH KIIOY, a s pacmu@poBaHUS Ipyrou
(MTO3TOMY TaKHe CUCTEMBI YaCTO HA3bIBAIOT ACCHMETPUYHBIMHU).



https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema10#alg_DH

OcHoBHAasi MPeANOChIJIKA, KOTOpas MpUBENa K TOSBICHUIO MU(DPOBAHUS C
OTKPBITHBIM KJIIOYOM, 3aKJII0YaJiOCh B TOM, YTO OTIPABHUTENb COOOIIEHUs (TOT, KTO
3amupoBbIBAET COOOIIEHHUE), HE 0053aTeNbHO JOJDKEH OBITh CIIOCOOEH €ro
pacumdpoBbiBaTh. T.e. Jake MMesT HCXOJHOE COOOIEHHE, KIIY, C IOMOIIBIO
KOTOpPOro OHO MHU(pPOBaIOCh, WU 3HAS AITOPUTM IUQPPOBAaHUS, OH HE MOXKET
pacudpoBaTh 3aKpbITOE cOOOIIeHNEe Oe3 3HaHMsI KITl04a paciiu@poBaHusl.

[lepBbIil KIIIOY, KOTOPHIM IMIUMPYETCS] HCXOJIHOE COOOIIEHHE, HA3bIBACTCS
OTKPBITBIM U MOXET ObITb OMYOJIMKOBAH JJig HCIHOJIb30BaHUSI  BCEMU
MOJI30BATEJSIMU CUCTEMBI. PacidpoBaHie ¢ TOMOIIBIO 3TOr0 KIH04Ya HEBO3MOXKHO.
Bropoii k04, ¢ TOMOIIBI0 KOTOpPOro jaemudpyeTcss cOOoOIeHUE, Ha3bIBACTCS
CEeKPETHBIM (3aKpPbITHIM) U JTOJDKEH ObITh U3BECTEH TOJIBKO 3aKOHHOMY TOJIy4YaTeto
3aKPBITOTO COOOIICHHUSI.

AnropuTMbI MU(PPOBAHUS ¢ OTKPHITHIM KIIFOUOM HCTIOIB3YIOT TaK Ha3bIBAGMbIE
HEOoOpaTUMBbIE WU OTHOCTOPOHHUE QYHKIUHA. ITH (PYHKIIUU 00JIaIaf0T CICTYIONUM
CBOMCTBOM: TIPH 33JJaHHOM 3HAYCHUHU apTyMEHTa X OTHOCUTEIHHO MPOCTO BHIYHMCIIATH
3HaueHue QyHkuu (X), 0JJHAKO, €M U3BECTHO 3HaueHue GpyHkuuu Yy = f(X), To HeT
MPOCTOTO MYyTH JUIsl BRIYUCIICHUS 3HaYeHus1 aprymenTa X. Hanpumep, dynkuus SIN.
3Has X, jerko Haith 3HadeHwe SIN(X) (mampumep, x = w, Torma SIN(w) = 0).
Opnnako, ecnu SIN(x) = 0, 0THO3HAYHO OMpPEACIUTh X HENb3sl, T.K. B 3TOM ClIy4ae X
MOJKET OBITH JIIOOBIM YHCJIOM, ONpeAeiiieMbIM 1o dopMmyiie | * w, e | — memoe
YHCJIO.

Opnako He Beskas HeoOpaTtumasi (YHKIMS TOAUTCS ISl WCIIOJIb30BaHUS B
peanbHbIX KpunrocucteMax. B ux uucie u pynkuus SIN. Crnenyer Takxe OTMETHUTD,
YTO B CaMOM  ONpENENIEeHUH  HeoOpaTUMOCTH  (QYHKIMU  MPUCYTCTBYET
HeompeaeaeHHOCTh. [log  HeoOpaTHMOCTBIO TIOHMMAETCS HE  TEOpeTHYECKas
HEOOpaTUMOCTh, a MPaKTHYECKass HEBO3MOXXHOCTh BBIUMCIUTL OOpaTHOE 3HAYCHHE,
WCITIOJIB3Ysl COBPEMCHHBIE BBIYMCIUTEIBHBIC CPEACTBA 3a 0003pHUMBIN HHTEpPBAI
BpPEMCHU.

[ToaToMy 4dTOOBI TapaHTHUPOBATh HAMEKHYIO 3aIUTy HWHPOPMAIMH, K
KPUIITOCUCTEMAaM C OTKPBITHIM KITFOUOM TIPEIBSBIISIOTCS TBAa BAKHBIX M OYEBUIHBIX
TpeOOBaHUS.

1. IIpeobpazoBaHye UCXOAHOTO TEKCTA JAOHKHO OBITh YCIOBHO HEOOPATHUMBIM
Y UCKJIIOYATh €r0 BOCCTAHOB-JICHHE Ha OCHOBE OTKPBITOTO KJTHOYa.

2. OnpeneneHne 3aKphITOTO KITI0Ya HA OCHOBE OTKPBITOTO TAKXKE JOJIKHO OBITh
HEBO3MOKHBIM Ha COBPEMEHHOM TEXHOJOTUYECKOM YPOBHE.

Bce mpemmaraembie CerOfHS KPUNTOCHUCTEMBI C  OTKPBITBIM  KIFOUOM
OTHPAIOTCS HA OJIUH U3 CJICAYIONIUX TUIOB OJJTHOCTOPOHHHUX MPeoOPa30BaAHUIA.

1. Pasznoxenue OOJBIINX YMCEN Ha OIPOCThIe MHOXKUTENU (airoput™ RSA).

2. Bpuncnenue AUCKpPETHOTO Jorapudma WIM TUCKPETHOE BO3BCJICHHE B
creness (anroput™ JIuddu-Xenmana-Mepkiie, cxema Dip-I"amais).

3. 3ajaya 00 ykJaJKe prok3aka (paHia) (aBTopsl XeaMaH u Mepki).

4. BrluncneHue KOpHel anreOpanyeckux ypaBHEHH.

5. Ucnonb3oBaHue KOHEYHBIX aBTOMAaTOB (aBTOp Tao Penxn).

6. Mcrionb3oBaHre KOJOBBIX KOHCTPYKITHH.

7. Ucnionb30BaHKME CBOMCTB JUIMNTUYECKUX KPUBBIX.
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Auaropurm RSA.

Croiikocth RSA ocHOBbIBaeTcsi Ha OOJIBIION BBIYMCIUTEIBLHON CIIOXKHOCTH
U3BECTHBIX QJITOPUTMOB  PA3JIOKEHUS IPOU3BEACHUS IMPOCTBIX YHUCEA Ha
comHOxuTenu. Hanpumep, nerko HallTu NIpOU3BEICHUE IBYX NPOCTHIX uncesn 7 u 13
naxe B yme — 91. TlonpoOyiiTe B yme HalTH JBa MPOCTHIX YHMCIA, MPOU3BEACHUE
KOTOPBIX paBHO 323 (uncia 17 u 19). KoHeuHo, 1711 COBpeMEHHON BBIYHCIUTEIIHLHOM
TEXHUKU HAWTH JBAa MPOCThIX YHWCIA, MPOU3BEACHUE KOTOPBIX paBHO 323, He
npobrnema. [TosTomy ansa HagexkHoro mudpoBanus anroputMom RSA, kak npasuio,
BBIOMPAIOTCS MPOCTHIC YHUCJA, KOJMYECTBO JIBOMYHBIX Pa3psS0B KOTOPHIX PABHO
HECKOJIbKUM COTHSIM.

Onucanue RSA Obuto omyOiukoBaHo B aBrycte 1977 roma B KypHaie
«Scientific American». ABTopel RSA mnogaepxuBanu wuaew e€ aKTUBHOTO
pacripocTpaHeHus. B cBoro ouepeab, ATEHTCTBO HallMOHAJILHONW O€30MacHOCTH
(CILIA), omacasch HWCHOONB30BaHUA ATOTO aJrOpUTMa B HErOCYJAapCTBEHHBIX
CTPYKTypax, Ha MPOTSKEHUU HECKOJBKHX JIET O€3yCIENTHO TPeOOBaIO MpeKpaIieHus
pacmpocTtpaneHus cucteMbl. CuTyanus mopod noxonuia no adbcypna. Hampuwmep,
korjaa mporpammuct Anam bek (Adam Back) onucan Ha sizbike Perl anroputm RSA,
COCTOSIIIINI U3 MATH CTPOK, MpaBuTenbcTBO CIIA 3anpeTniio pacnpocTpaHEHHE 3TOU
MpOrpaMMBbI 3a MpejeaMu cTpanbl. JIrou, HeA0BOJIbHBIE MTOA00HBIM OTPAaHUYCHHUEM,
B 3HAK MPOTECTa HarevyaTad TeKCT 3TOM MpOorpaMMbl Ha CBOMX (PyTOOIIKAX.

[TepBpIM 3TamoM JIFOOOTO ACMMMETPUYHOTO aJITrOpUTMa SIBISETCS CO3JIaHUE
nojyyareneM mudporpaMM mapbl KIOYEH: OTKPBITOTO M CceKpeTHoro. Jlis
anroputMa RSA sTan co3aanus KIO4Yeld COCTOUT U3 CICAYIOIIUX ONIEpaLIHil.

Taoauua 2. IIpoueaypa co3nanus KiIr04el

I:lfn Onucanve onepawm Mpumep
BoiGupaTca gsa NpocTeiX YKCna p v q. p=7,q=13
2 |BbMMcnAeTcA nponseegeHe n =p * q. n=91
g p(n)=(7-1)(13-1)=
3 | BelucnaeTcA chyHKUMA 3iinepa g(n).
PyHKY Pa o(n) 91-7-13+1 =72
BeibvpaeTca npovasoneHoe Yucno e (0<e<n), B3aMmHO NpocToe ¢ pesynbTa-
4 |Tom doyHKEUKMK 3iAnepa (e L o(n)). Yncno e HasbIBaeTCA OTKPLITON 3KCNOHEH- e=5

TO.

BequcnaeTca cekpeTHeld kY d w3 cooTHoweHua (d*e) mod g(n) = 1. Yucno
5 | d HasbIBAETCH 3aKPLITON 3KCNoHeHTON. OBDBIMHO NONB3YTCA BolpaxeHuem de| (d™5)mod 72=1,d =29
=1 + kp(n), roe k - HeKoTopoe Uenoe YMcno.

MyBNUKYIOTCA OTKPBITRIE KIHOYM @ U N B CNEUWANbHOM XpaHWIMILE, TOe WC-
6 |KMHYaETCA BOIMOMHOCTE €ro NoameHbl (oGWedocTynHOM cepTudMUMpo-
BaHHOM CNpPaBOYHHKE).

[Tpumeuanus. [IpocToe YneI0 — HATypaTbHOE YUCIIO, OOJIbIIIEE SUHUIIBI U HE
UMEIOIIee JIPYTUX JeIuTee, KpoMe camoro cedst U equHuIbl. B3anMHO mpocTbie
yHucaa — 4ucia, He MMEIIHUe o0mux aenurteneit, kpome 1 (Hanpumep, p=3, q=5,
n=15, j(n)=8 — B3ammuo npocteie ¢ 15-1,2, 4,7, 8, 11, 13, 14).

[Tpouenypsl mmdpoBanus U AeMU(PPOBAHKS BBITIOJHIIOTCS MO CIEAYIOIIAM
dbopmynam

C =T° mod n, (1)
T = C% mod n. (2)



rae T, C - 4uciIoBBIe SKBUBAJICHTHI CHMBOJIOB OTKPBITOTO WM IIH(PPOBAHHOTO
COOOIIEHHS.

[Tpumep mmdposanus no anroputMy RSA mpuBeneH B cieayromieii TaduIie.
Kozpl OYKB COOTBETCTBYIOT HX ITOJIOKEHHUIO B PyCCKOM ajidaBute (HayuHasg ¢ 1).

Ta6auna 3. [Ipumep mudpoBanus no aaropurmy RSA

OTKpIToe coobleHme, CUMBON A = F A ol O
T Kog 1 2 18 1 14 16 3
Wupporpamma, C =T mod 97 1 32 44 1 14 T4 61
OTkpeIToe coobulerke, T = C2 mod 91 1 2 18 1 14 16 3

CrnemyeT OTMETUTh, UTO P M ( BBIOMpAIOTCS TaKUM 00pa3oM, 4TOOBI N OBLIO
OompIe KoJa JIOOOT0 CHMMBOJIA OTKPBITOTO coOOIIeHHs. B aBTOMaTHM3MpOBaHHBIX
CUCTEMAaxX HCXOJHOE COOOIEHUE MEPEBOJUTHCS B JABOUYHOE MPEACTABICHUE, MOCIIE
yero mugppoBaHUe BHIMOIHAETCS HaJl OJIOKaMu OUT, paBHOM JyMHEL. [Ipu aTOM miinHa
0JI0Ka JOJIKHA OBITh MEHBIIIE, YEM JIJTMHA IBOMYHOTO IPEICTaBIeHU N,

B 3akitoueHunu ciieryeT OTMETUTh CTOMKOCTh AaHHOro anroputMa. B 2003 r.
Anu lamup u Opan Tpomep pazpadotanu cxemy ycrporictBa TWIRL, koTopoe npu
croumoct $ 10 000 moxer nemmdpoBars 512-0uTHbIA Krod 32 10 MuHYT, a TipH
croumoctd $ 10 000 000 — 1024-0uTHBIN KIIFOY MEHBIIE, YeM 3a rod. B HacTosIee
BpeMms Jlaboparopuss RSA pekoMeHIyeT uCnosib30BaTh KiIroud pazMepom 2048
OUTOB.

AJITOPUTM HA OCHOBE 32/1a4M 00 YKJIAJKe paHIa.

B 1978 r. Mepkib u XemiMaH MpeIjIoKUIA UCIIOIb30BaTh 3ajada 00 yKIIaJIKe
paHIa (prok3aka) Jjig acCUMMETpUYHOro mm@poBanus. OHa oTHOCUTCS K Kitaccy NP-
MOJIHBIX 3a7ad W (GopMmynupyercs CcleayrlmuM o0pa3oM. JlaHO MHOXECTBO
MpEeAMETOB pa3auyHOro Beca. CrpailuBaeTcs, MOKHO JIM MOJIOKUTh HEKOTOPHIE U3
ATUX MPEAMETOB B paHell TaK, YTOOBI €ro BEC CTajl paBeH OMPEACIICHHOMY 3HAYEHUIO?
bonee popmanibHO 3a1aua popMynupyercs Tak: gaH HaOop 3Hauenuit M, My, ..., M,
U CyMMapHoe 3Ha4deHHe S; TpeOyeTCs BBIYMCINTD 3HaYeHHs Dj Takue 4To

S=bM; + b,M, + ... + b,M,, 3)

I7I€ N — KOJUYECTBO MIPEAMETOB;

b; - OuHapHBI MHOXKHTENb. 3HAUYCHHE bj = 1 03HA4YaeT, 4YTO MpeaMeT 1 KIaayT B
prok3ak, b; = 0 - He KIayT.

Hanpumep, Beca mpeaMeToB UMeEIOT 3HadeHus 1, 5, 6, 11, 14, 20, 32 u 43. IIpu
TOM MOXHO yMaKOBaTh PIOK3aK TakK, YTOOBI €r0 BEC CTall paBeH 22, UCIOJIb30BaB
npeaMeTsl BecoM S5, 6 u 11. HeBo3MOXHO ymakoBaTh PIOK3aK TaK, 4TOOBI €ro Bec
cTaja paBeH 24.

B ocHoBe anroputMma, npemioxkeHHOro Mepkiiom u XeuiMaHOM, JISKUT UJIest
mu@poBaHUs COOOIICHUST HAa OCHOBE PEIICHUS CEepUM 3aJad YKJIaJAKA paHIia.
[IpenMeTsl U3 Kydd BBIOMPAIOTCS C TOMOIIBIO OJIOKA OTKPBITOTO TEKCTa, JJIMHA
KoToporo (B OWTax) paBHA KOJMYECTBY MpeaMeToB B Kyde. [Ipu 3TOM OUTHI
OTKPBITOTO TEKCTa COOTBETCTBYIOT 3HAUCHUsM D, a TEKCT SABISCTCS TOJIYYCHHBIM
CyMMapHbIM BecoM. [Ipumep mmdporpamMmbl, TOJYYEHHOW C MOMOUIBIO 3a/ayu 00
YKJIaJIKe paHIia, MOKa3aH B CleAyIolel Tabule.



Tadauua 4. Ilpumep mmudpoBaHus HA OCHOBE 321a4M 00 YKJIA/IKe PAHIA

CTHpeMeM TEKCT (1210 0 1 0O O o101 1 0 0 1 ooo0o o 0 0 o
Prokaatk (KnHod) 15 6 11 14 20 32 43 15 a8 11 14 20 32 43 15 a6 11 14 20 32 43

Uvpporpamma |32 (1+5+6+20; 73 (5+11+14+43; a

CyTb UCIIONB30BaHUS TAaHHOTO MOX0/a /Ui MHU(POBAHUS COCTOUT B TOM, YTO
Ha CaMOM JieJie CYIIECTBYIOT JIBE Pa3JIMYHbIE 3aa4M YKJIAJKH paHLa - OJHA U3 HUX
pemaeTcs JIETKO U XapaKTEpHU3yeTCsl JIMHEHMHBIM POCTOM TPYJIOEMKOCTH, a Apyras,
KAaK MPUHATO CUWTaTh, HET. JIErKWil I YKIAAKH pPaHEl] MOXHO IPEBPATHTh B
TpyAHBIA. Pa3 Tak, TO MOXHO NMPUMEHUTH B Ka4ECTBE OTKPBHITOIO KIOYa TPYAHbIN
JUIS  YKJIQJKH paHell, KOTOPBIA JIETKO MCHOJIb30BaTh IJs MMU(POBAHUS, HO
HEBO3MOXKHO - JUJIsl JemudpoBaHus. A B KaueCTBE 3aKPBITOrO KJIOYa MPUMEHUTH
JerKuM JUIsl YKIQJAKUd paHel, KOTOPbIM NpPEeJoCTaBisieT MPOCTOM CHoco0
nemudpoBaHus COOOIICHHMS.

B kauectBe 3akpbITOro Kitoua (JIETKOTO AJsl YKJIAJIKHU paHIa) HUCIOJIb3YEeTCs
CBEpPXBO3pacTarouias MociaeAoBaTesIbHOCTE.  (CBepxBo3pacTamomieil  Ha3bIBACTCS
MOCJIeI0BATEIbHOCTb, B KOTOPOM KaKIbld MOCIEAYIOIUN WieH OOJbIlIe CyMMBbI
Bcex mpeasiaynux. Hanpumep, nocnenoBarensHocts {2, 3, 6, 13, 27, 52, 105, 210}
SIBIIICTCS CBEpXBO3pacraroiei, a {1, 3,4, 9, 15, 25, 48, 76} - Her.

Pemienne mig cBEpXBO3pacTAlOIIEr0 paHIla HAWTU JEerko. B kadectse
TEKYLIEro BBIOMPAETCS MOJHBIA BEC, KOTOPBIM HAAO MOJY4YUTh, U CPABHUBAETCS C
BECOM CaMOro TSDKEJIOro IpeaMeTra B paHle. Ecnu Tekymuid Bec MEHbIIE Beca
JAHHOTO MpeIMeTa, TO €ro B PIOK3aK HE KIaayT, B MPOTUBHOM CIIy4ae €ro
YKJIaJbIBAIOT B PIOK3aK. Y MEHBIIAIOT TEKYIIMI BEC Ha BEC MOJIOKEHHOTO NIPEeAMETa U
NepeXonsT K CIENyKoUEMy II0 Becy MNpeaMeTy B rnocienoBarensbHocTH. [llarm
NOBTOPSAIOTCS JO TEX IIOp, MOKAa MPOLECC HE 3aKOHYMTCS. Eciaum Tekymuil Bec
YMEHBUIUTCS A0 HYJIS, TO pelIEeHNue HaleHOo. B mpoTUBHOM citydae, HeT.

Hanpumep, nmycts moiHbll Bec prok3aka paBeH 270, a MOCIIE€IOBATENbHOCTh
BECOB IpeaMeToB paBHa {2, 3, 6, 13, 27, 52, 105, 210}. Camsbiii 60mbm10i# Bec — 210.
On menbiie 270, nostomy npeamer BecoM 210 kinaayT B prok3ak. Beruuraror 210 u3
270 u mosy4aroT 60. Creayromuii HAaMOONBIINKA BEC MOCIEA0BATEILHOCTH paBeH 105.
On Oonpme 60, mosTtoMy mpenMer BecoM 105 B prok3ak He kinanyT. Crenyrouui
CaMbIil TSKEIbIN npeaMeT uMeeT Bec 52. OH MenbIe 60, mo3ToMy NpeaMET BECOM 52
TAaKXKE KJIAIyT B PIOK3aK. AHAJOTMYHO MPOXOMST MPOLEAYPY YKJIaJKH B PIOK3aK
npeameTsl BecoM 6 u 2. B pesynbraTte nosnHbii Bec ymeHbmuTes A0 0. Eciau Ob1 3TOT
pIOK3aK Obul OBl HCHOJB30BaH JUIsl JeMU(POBaHUS, TO OTKPBITHIA TEKCT,
NOJIy4eHHbIN 13 3HaueHus mudprekcta 270, 6611 661 paBen 10100101.

OTKpBITBIA ~ KJTIOY ~ MPEACTaBIsieT CcO0OM  HE  CBEPXBO3PACTAIONIYIO
(HOpMasbHYI0) MOcIeA0BaTeIbHOCTh. OH (hOPMUPYETCS Ha OCHOBE 3aKPHITOTO KITF0Ua
U, KaK MPUHATO CYUTATh, HE MO3BOJSET JIETKO PEIIUTh 33Jauy o0 yKJIaJIKe paHlia.
JIst ero mojsrydeHHsi Bce 3HAYEHUS 3aKPBITOrO KII0Ya YMHOXKAKOTCA HAa YUCJIO N 110
MOIYNII0 M. 3HaueHHe MOIyJsi M JODKHO ObITh OOJbIIE CyMMBI BCEX YHCEI
NocJIeIoBaTeNbHOCTH,  Hampumep, 420  (2+3+6+13+27+52+105+210=418).
MHuox#uTenb N A0KEH ObITh B3aMMHO MPOCTBIM YUCJIOM C MOJyJIEM M, HampuMmep,
31. Pe3ynbTaT mocTpo€HHUs] HOPMAIBHOM IMOCIEA0BATENILHOCTH (OTKPHITOTO KIHOYa)
MIPE/ICTABIICH B CIEAYIOIIEH TaluIle.



Tadauua 5. Ilpumep mosry4eHUs OTKPHITOTO KJIK0YA

JaKpeITeIF KO, | 2 3 G 13 27 52 | 105 | 210

OTKDBITRIA KK,
{k*n) mod m = (k*31) mod 420

62 | 93 | 186 | 403 | 417 | 352 | 315 | 210

Jlist mmdpoBanus cooOIeHNe cHaJyaia pa3ouBaeTcsi Ha OJIOKH, MO pa3Mepam
paBHBIE YMCIY 3JIEMEHTOB IOCIEIOBATEIbHOCTA B PIOK3aKe. 3aTeM, CUUTas, 4TO
€IMHULA YKa3bIBA€T HA MPUCYTCTBUE DJIEMEHTA IMOCIEA0BATEILHOCTA B PIOK3aKe, a
HOJIb — HA €r0 OTCYTCTBUE, BBIYMCIAIOTCS IOJHBIE BECA PIOK3AKOB — MO OJIHOMY
PIOK3AKY ISl KaXKJ0ro OJI0Ka COOOIICHMUSI.

B xadectBe npumMepa Bo3bMeM OTKpbITOe coodiienrne «ABPAMOBY, cuMBoJIBI
KOTOPOrO NpPEICTaBMM B OWHApHOM BHJIE B COOTBETCTBHHM C TaOMUUEH KOJOB
cumBosioB Windows 1251. Pe3ynpTaT mmdpoBaHus ¢ NOMOIIbIO OTKPBITOrO KJK04ya
{62, 93, 186,403, 417,352,315, 210} npeacTasiieH B cleaytoiei Tadaule.

Tab6uauua 6. [Ipumep mudpoBanus
OTHpbITOS coeﬁmgHme Cymma Becos LLUrdpporparma
CHMBEON Ein-rkog (prokaak),
A 1100 0000 B2+93 155
E 1100 0001 B62+93+210 365
P 1101 0000 B2+93+403 558
A 1100 0000 62+93 155
f 1100 1100 G2+93+417+352 924
] 1100 1110 B2+93+417+3252+315 1239
= 1100 0010 B2+93+315 470

g pacmmdpoBaHus COOOIIEHMsI MOJIy4aTeab JOJDKEH CHaydalda ONpeleiuTh
o6patHoe uncio h, takoe aro (N * N™") mod m = 1. B mMareMaTHKe 06paTHOE YHCI0
n™ (o6parHoe 3HadYeHHE, OOPATHAS BEIMUMHA) - YHCIIO0, HA KOTOPOE HALO YMHOMKHTD
JaHHOE dYHCIO N, 9To6bl Tomyunth emmuumy (N * n' = 1). Ilapa wucen,
MPOM3BEIEHNE KOTOPHIX pABHO EAMHMIIE, HAa3bIBAIOTCS B3aUMHO OOPATHBIMH.
Hanpuwmep: 5 u 1/5, -6/7 u -7/6. OOpaTHBIMH YHCJIAMH M0 MOIYJII0 M HA3BIBAIOTCS
TaKme umcia N U N, I7ist KOTOpBIX crpaBeiInBo Beipakenne (N * n™') mod m = 1.
Jnis  BbuuciaeHuss OOpaTHBIX YHCEN 10 MOJYTI0 OOBIYHO  HUCIOJB3YeTCs
pacmipensbiii anroput™ EBkiuaa. Ilocne ompenenenHuss oOpaTHOro yuciia Kaxaoe
3HAaYeHHe MIH(POrPaMMbI YMHOKACTCS Ha N MO MOAYMIO M U C HOMOIIBIO
3aKpBITOTO KIF0Ya OMPEIESIOTCS OUThI OTKPBHITOTO TEKCTA.

B namem mpumepe cBepXBO3pacTarolas MmocjaeI0BaTeIbHOCTh paBHa {2, 3, 6,
13,27, 52, 105, 210}, m = 420, n = 31. 3HadyeHUE n? paBHO 271 (31*271 mod 420 =
1).



Taonauua /. llpumep pacmmndpoBanus

e _ OTKpLITOE coobuleHWe
UJFD%E(OB;?(?.M;H ((Cfgizn?']j)rpﬂooddrﬂm Cymma Beco Bin—rcz;q (u:-LHMEEOJ'I
155 5 2+3 1100 0000 A
365 215 2+3+210 1100 0001 =)
558 18 2+3+13 1101 0000 P
155 5 2+3 1100 0000 A
924 54 2+3+37+52 1100 1100 fd
1239 189 24+3+37+52+105 1100 1110 O
470 110 2+3+105 1100 0010 B

B cBoeli paboTte aBTOpHI peKOMEHAOBAIM OpaTh JJIMHY Kito4a, paBHyo 100
(KOJTMYECTBO 3JIEMEHTOB TOCIIEAOBATEIPHOCTH). B 3akitodueHnn ciaeayeT OTMETHTb,
YTO 3a7a9a BCKPBITHUS TAHHOTO crtoco0a mumdpoBanus ycnenrso pemena [llamupom u
[unmenom B 1982 .

Aaroputm mudpoBanus Jiab-I'amasns.

Cxema Obiia mnpemioxeHa Taxepom Onb-I'amanem B 1984 romy. Own
ycoBepileHCcTBOBaJ cucteMy Juddu-Xenimana u noayduni JiBa allropuT™Ma, KOTOphIE
UCIIOJIB30BAIMCH I udpoBaHuss U obecrneueHust ayreHTudukanuu. CTOWKOCTh
JTAHHOTO aJropuTMa O0a3upyeTcsi Ha CIO0KHOCTU PpEeHICHUs 3a7add JUCKPETHOIrO
JorapupMUpOBaHUS.

CyTb 3aaum 3aknroyaercs B cienyrouiem. limeercs ypaBHeHue

g“modp=y. (13)

TpeOyeTcst MO U3BECTHBIM (, Y U P HAWTH 11€]10€ HEOTPHUIATEIBLHOE YHCIO X
(muckpeTHbIii Jorapudm).

[Topsimok co3manus KIto4e NpUBOAUTCS B CIEIYIOLIEH TaOIuIIe.

Taoauna 7. Ilpoueaypa co3nanus KJaro4dei

rﬁgn OnucaHue onepaunm Mpumep

1 | BeibupaeTtca npocToe Yynucno p. p=37

2 BeibupaeTca uncno g, ABNAKILEeecA NepeoobpasHbIM KOpHEM No —
MOOYT0 P W MEHbLLEEe p. 9=

3 |BeiBupawTcA NpoM3BONLHOE YMCNO X, MEHbLLIEE P. X=3

4 |BbmMucnaeTtcay =g*mod p y=25mod 37 = 32 mod 37 =32
OTKPBITEIA KMOY - ¥, g 1 p. [pydem g 1 p MOXHO coenats oDwmmm

5 |4nA rpynnel NonNs30eaTensi.
3aKpbITLIF KK - X.

Jnga mmdpoBaHUS KaXXJIOrOo OTACIBHOrO OJ0Ka HMCXOJHOTO COOOIICHUS
JOJDKHO BBIOMpaThes ciaydainoe uucio K (1 <k < p — 1). [Nocne vero mmdporpamma
TeHEePUPYETCs 10 CIeAYIOIHIM hopMyIam

a=g“mod p, (14)
b=(y*Tymodp,  (15)
rae T — ucxomaHoe coO0IeHHE;

(a, b) — 3ammuppoBanHOE COOOIICHHE.



JlemmdpoBanre coOOIEHNS BHITTOHIETCS MO cleayromen Gopmyrie
T=(b@)") modp (16)
WIH
T = (b a"**) mod p, (17)

rie (%)™ — 06paTHOE 3HAUCHHE UnCITa a* 110 MOJYIIO P.

[Tpumep mmdpoBanus U AemUGPOBAHUS IO ANTOPUTMY Dib-I"amans npu k = 7
npuBeNeH B Tabiuie, XOTs ais mudpoBaHus Kaxkaoro Onoka (B HameM ciydae
OYKBBI) HCXOJIHOTO COOOIIIEHHsI HAJ0 UCIIOJIb30BaTh CBOE CliydaitHoe uuciio K.

[epBast gacTh mubpoBaHHOro coobmenns —a = 5 mod 23 = 17.

Q= 17° = 4917, @) = 5 (4913 * 5 mod 23 = 1) wm a"** = 17213 =
239072435685151324847153.

Ta6auua 8. Ilpumep mmdpoBanus no aaropurmy uab-I'amans (mpu k = const)

OTkpbiToe cooblwenne,| CUMBON A = P A M O B
T Kon 1 2 18 1 14 16 3

Bropaa 4YacTe wwdporpammel,
b= (327 * T) mod 37 19 1 9 19 7 8 20
OTKpbIToe coobuleHne, 1 2 18 1 14 16 3

T=(b*2) mod 37

BBuay Toro, uro uucio K sBISETCS MPOU3BOJBHBIM, TO TaKyK) CXEMY €IIIe
Ha3bIBAIOT CXEMOM BEPOATHOCTHOrO wM(poBaHus. BeposSTHOCTHBIM XapakTep
mUQpPOBaHUS ABISIETCS NPEUMMYIIECTBOM JUJIsl CXeMbl Onb-l'amans, T.K. y CXeM
BEPOSITHOCTHOTO M poBaHUsl HaOIM0AaeTcsl 00JbIlIas CTOMKOCTh IO CPABHEHMIO CO
CXeMaMH C ONpeleJeHHBIM mpoieccoM MmudpoBanus. HemocrtaTkoM cxembl
mudpoBanus Dnb-I'amans sBisieTcsl yABOCHHUE UIMHBI 3alIM(POBAHHOTO TEKCTa IO
CPABHEHUIO C HAYaJbHBIM TEKCTOM. JlJi cXeMbl BEPOSITHOCTHOIO MIM(PPOBAHUS CAMO
coobmenre T u kiU He ompenensoT mudprekcT ogHo3HayHO. B cxeme Dib-
['amanst HeOOXOIMMO HCIIONIB30BaTh pa3jIMyYHbIC 3HAYCHHS CIIyd4alHOW BENWYHMHBI K
st mudpoBku pasanyuHbix coodiennit T u T°. Ecnu ncnonbs3oBath ouHaKkoBbIe K,
TO JUIS COOTBETCTBYIOIIMX MmUdppTekcToB (4, b) u (a’, b’) BeimonHACTCS
coorromerne b (b°)* = T (T°)" (mod p). M3 3TOro BBIPaKEHHS MOXKHO JIETKO
BeIUnCIUThL T, ecinu n3BecTHO T .
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